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ABSTRACT

As Multiprotocol Label Switching (MPLS) is becoming a more widespread technology For providing
virtual private network (VPN) services, MPLS architecture security is of increasing concern to service
providers (SPs) and VPN customers. MPLS suffers from a number of security issues as soon as an
attacker successfully penetrates the core. This paper provides an approach to enhance security in MPLS
network by integrating a new (k,n) Threshold Secret Sharing scheme with MPLS in which shares obtained
are send over multiple disjoint paths. Our approach is implemented to measure time overhead on secrets
packet transmission.

KEYWORDS
MPLS, Security, Threshold Secret sharing, LSP.

1. INTRODUCTION

Multi-Protocol Label Switching (MPLS) is a multiservice internet technology based on
forwarding the packets using a specific packet label switching technique. The premise of MPLS
is to attach a short fixed-length label to the packets at the ingress router of the MPLS domain.
The edge routers are called Label Edge Routers (LERs), while routers capable of forwarding
both MPLS and IP packets are called Label Switching Routers (LSRs). Packets are forwarded
along a Label Switch Path (LSP) where each Label Switch Router (LSR) makes forwarding
decisions. Each LSR re-labels and switches incoming packets according to its forwarding table.
Label Switching speeds up the packet forwarding and offers new efficient and quick resilience
mechanisms. Figure 1 illustrates an MPLS domain. he Label Distribution Protocol (LDP) and an
extension to the Resource ReSerVation Protocol (RSVP) are used to establish, maintain, and
teardown LSPs [1]. MPLS network architecture does not provide header or payload encryption
[2].

MPLS technology has emerged mainly to provide high speed packet delivery. As a

result security considerations have not been discussed thoroughly until recent demands for
security have emerged by most providers and researchers.
The reason why MPLS does not provide encryption mechanisms is related to the purpose it was
built for. In conventional IP networks, every router in the network has a role in analyzing IP
packets headers, to classify, and to process every packet passing through it. This of course will
add more overhead and delay in the network [3 and 4]. In MPLS network, only two routers (the
ingress and egress routers) are responsible for this task. Core or LSR routers in MPLS network
will only forward packets based on labels transmitted through a pre established LSP. The use of
encryption to provide privacy of data requires the core MPLS routers to analyze and process
packets’ header, which will result in reducing the performance of MPLS network.
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Figure.l MPLS Domain

This paper considers security based on new Threshold Secret Sharing (TSS) scheme
where the shares obtained are send over multiple disjoint paths. The main security issues in
MPLS are Confidentiality, Integrity, Modification and fabrication of packet. In this paper we
focus on packet confidentiality so that an attacker cannot collect and analyze traffic data or
understand routing configuration. Our consideration includes reducing overhead and saving
bandwidth of operations.

2. A NEW (K,N) THRESHOLD SECRET SHARING SCHEME

In Shamir's threshold secret sharing scheme a heavy computational cost is required to
make shares and recover the secret. A new threshold scheme is proposed by Jun Kurihara[5] et
al . For the purpose to realize high performance, the proposed scheme uses just EXCLUSIVE-
OR (XOR) operations to make shares and recover the secret. The proposed scheme is a perfect
secret sharing scheme, every combination of one or more participants can recover the secret, but
every group of less than participants cannot obtain any information about the secret. Moreover,
the proposed scheme is an ideal secret sharing scheme similar to Shamir's scheme, which is a
perfect scheme such that every bit-size of shares equals that of the secret.

LetP={Pil0<i<n-1,ie Ny} be a set of n participants. Let D(¢ P) denote a
dealer who selects a secret s € S and gives a share w; € W; to every participant Pi € P, where S
denotes the set of secrets, and W; denotes the set of possible shares that P; might receive. The
access structure I'(c 2P) is a family of subsets of P which contains the sets of participants
qualified to recover the secret. Especially, I' of a (k, n)- threshold scheme is defined by I' = {A
e 2"11AI>k}.

Let S and W; be the random variables induced by s and w;, respectively. A secret
sharing scheme is perfect if

s _[—0,Aer
H"'El"""_{u:ﬁﬁﬁ}, A=r (1

where A — P denotes a subset, and V, = {W; | P, € A} denotes the set of random variables of
shares that are given to every participant P; € A. For any perfect secret sharing scheme, the
equation H(S) < H(Wi) is satisfied [7, 8].Let p(s) and p(w;) be the probability mass functions of
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S and W; defined as p(s) = Pr{S = s} and p(w;) = Pr{W,; = w;}, respectively. In general, the
efficiency of a secret sharing scheme is measured by the information rate p [6] defined by

H{5)

MAX H (W,

P, eP

p:

The maximum possible value of p equals one for perfect secret sharing schemes. When the
probability distributions on S and W; are uniform, i.e. p(s) = 1/ISI and p(w;) = 1/IWil, the
information rate is

log, |2l

p:

max log, W
E;eF

that is, the ratio between the length (bit-size) of the secret and the maximum length of the shares
given to participants. A secret sharing scheme is said to be ideal if it is perfect and p =1 [9-11].
Shamir’s scheme[12] is recognized as being a typical ideal secret sharing scheme.

This scheme enables to make n shares (distribution) and recover the secret from k or
more shares (recovery) using just XOR operations, for arbitrary threshold k and the number of
participants n. In this scheme, the secret s € {0, l}d(“p_l) needs to be divided equally into n, — 1
blocks sy, s, . . . spp—1 € {0, 1}d, where n, is a prime number such that n, > n, and d > 0 denotes
the bit-size of every divided piece of the secret.Also, D uses n shares, wy, - - - ,w ,_;, of a (k, n,)-
threshold scheme to construct a (k, n)-threshold scheme if the desired number of participants n

is a composite number.
Distribution Algorithm
INPUT :se { 0,1} "
OUTPUT : (wg, . . . ,W 1)

L:osope—0% s M. Sy S
2: fori<—0Otok-2do

3:  forj«Oton,—-1do

4 7« GEN({0.1} %)

5: end for

6: end for (discard T?D’".ﬁ—l)

7: fori<—Oton—1do

8: forj«0ton,—2do

90 wiij) —( Ph-o i'ﬂhh-itr')c@sj,1
10: end for

11: wie—w gl Wowrpse
12: end for

13: return (wo, . .. ,W o)
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To make shares, our (k, n)- threshold scheme requires 3 steps, where line 1, lines 2-6 and lines
6-13 in denote the first, second and third step, respectively: First, D divides the secret s € {0,
l}d(“p_l) into n, — 1 pieces of d-bit sequence s1, ..., s, € {0, 1}d equally at line 1, where s
denotes a d-bit zero sequence, i.e. sy = 0% and sy ® a = a. We call this d-bit zero sequence a
singular point’” of divided pieces of the secret.l Next, at lines 2-6, (k — 1) n, — 1 pieces of d-bit
random number T5, 7o -2, va vri._i . ... , ’ré_', weeriz?, are chosen from {0, 1} ¢
independently from each other with uniform probability 1/2° , where GEN(X) denotes a
function to generate an (log, IX [)-bit random number from a finite set X. Finally, D
concatenates these pieces and constructs shares w; = w(i,0) Il...Il w(i,n,~2), and sends shares to
each participant through a secure channel. If n < n,, lines 7-12 does not work for 0 <i<np -1
but it does for 0 <i<n -1, and hence D does not generate n, — n shares wy, - - - ,wy,—1. Thus, it
is possible to add new participants P,, - - -, P ,,_; after distribution by generating wn, - - - ,wnp-1
anew as necessary. However, to generate new shares, k existing shares should be gathered, and
all random numbers and the secret should be stored.

Recovery Algorithm
INPUT : (wy , wrgy s e Wy ;)
OUTPUT : s

l:fori<—0Otok—-1do

2 W{t :I“ ...... “W{th p 2} tf
3: end for

. - - - T
4w — (w,: fn_n:.""'w'ﬁl:l_r.p_zj b Wy W'~H-1_r._ _23)
5: M« MAT(t(), ey tk—l)

T
6: (51,----5?'".5—1j — M.w

8: return s

First, each share is divided into d-bit pieces at lines 1-3. Next, at line 4, k(n,—1) dimensional
vector w is generated, which is a vector of divided pieces of shares. At line 5, k(n, — 1) x k(n,, —
1) binary matrix M is obtained by the function MAT(). All divided pieces of the secret, =y ,
........... 5., , are recovered by calculating M-w at line 6. Finally, the secret s is recovered by

concatenating 54, ........... Sp,_, at line 7.

3. SIMULATION AND PERFORMANCE ANALYSIS

In this section, we evaluate the efficiency of new scheme by comparing it with Shamir’s scheme. First,
we show the result of computer simulation by implementing both new scheme and Shamir’s.
We compared the proposed scheme with that of Shamir’s for (k, n) = (3, 11), (3, 59), (3, 109),
(5, 11), (10, 11) and (10, 23) by implementation on a PC, where every scheme is implemented
for n = np. Fig.1 denotes the processing time required to make n(= n,) shares from 4.5 MB data
(secret) and recover the 4.5 MB secret from k shares, wy, - - - ,w |_; by using new scheme and
Shamir’s scheme. For the implementation of Shamir’s scheme, SSSS Version 0.5[19] is used
,which is a free software licensed under the GNU GPL. In Fig.1, the horizontal axis and vertical
axis denote pairs of threshold and the number of participants, i.e. (k, n), and the processing
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time, respectively. This graph shows that new scheme performed processing much faster than
Shamir’s. In (3, 11)-threshold schemes, new scheme was more than 900-fold faster than
Shamir’s in terms of both distribution and recovery. Similarly, in (3, 59), (3, 109), (5, 11), (10,
11) and (10, 23)-threshold schemes, Fig.2 shows that new scheme achieved far more rapid
processing than Shamir’s.
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Fig: 2 Distribution and Recovery Processing Time for n=n p

4. CONCLUSIONS

In this paper, we integrated new (k, n)-threshold secret sharing scheme in MPLS which
uses just XOR operations to make shares and recover the secret, and we proved that the
proposed scheme is an ideal secret sharing scheme. We estimated the computational cost in new
scheme and Shamir’s scheme for values of k and n.
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