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ABSTRACT

The patient-related data stored in the WBSN plays an important role in medical diagnosis and treatment;
hence it is essential to ensure the security of these data. Access to patient-related data must be strictly
limited only to authorized users; otherwise, the patient’s privacy could be abused. There has been very
little study done in encryption algorithms suitable for WBSN. In this paper we focus on RC5 encryption
algorithm as a potential cipher solution for providing data protection in WBSN. RC5 can be considered as
one of the best ciphers in terms of overall performance, when used in nodes with limited memory and
processing capabilities. In WBSN the size of data varies for different medical (health parameters such as
ECG, EEG, Blood pressure, Blood Sugar etc) or nonmedical (video, audio etc) applications. RC5 is a
highly efficient and flexible cryptographic algorithm, for which many parameters (key size, block size,
number of rounds) can be adjusted to tradeoff security strength with power consumption and computational
overhead. Thus RC5 with suitable parameters may perform well for WBSN applications with different data
size. Implementations for WBSN nodes are in evolving stage now. This paper further presents a brief survey
of various implementations of RC5 algorithm to convince its suitability for WBSN.
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1. INTRODUCTION

Wireless Body Sensor Networks (WBSNs) comprised of physically small-sized sensor nodes
exchanging mainly human body vital information with each other. WBSN enables collection of a
patient’s vital body parameters and movements by small wearable or implantable sensors and
communicate this data using short-range wireless communication techniques. The wearable
medica devices includes Temperature measurement, Respiration monitor, Heart rate monitor,
Pulse oximeter SpO2, Blood pressure monitor, pH monitor, Glucose sensor etc. The implantable
medical devices are those that are inserted inside human body. These devices include Cardiac
arrhythmia monitor/recorder, Brain liquid pressure sensor, Glucose sensor, Endoscope capsule etc
[proposed MAC ]. The patient-related data stored in the WBSN plays an important role in
medica diagnosis and treatment; hence it is essentia to ensure the security of these data. Failure
to obtain authentic and correct medical data will possibly prevent a patient from being treated
effectively, or even lead to wrong treatments. Access to patient-related data must be strictly
limited only to authorized users; otherwise, the patients’ privacy could be abused. However, in
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WBANSs, distributively stored private data may easily be leaked due to physical compromise of a
node. Therefore, data encryption and cryptographically enforced access control is needed to
protect the privacy of patients [1]. As explained in [1], data access security requirements include
access control (privacy) to prevent unauthorized access to patient-related data generated by the
WBSN. Security schemes generaly include encryption and authentication. There has been very
little study done in encryption agorithms suitable for WBSN. In this paper we focus on RC5
encryption agorithm as a potential cipher solution for providing data protection in WBSN. RC5
is a parameterized algorithm, with a variable block size, a variable number of rounds, and a
variable-length secret key. This provides good flexibility in both the performance characteristics
and the level of security [2].

2. SECURITY SCHEME FOR WBSN

Many security schemes have been suggested for Wireless Sensor Network (WSN), however very
few of them can be used in WBSN. In IEEE 802.15.4 the application has a choice of security
modes that control the different security levels. Each security mode has different security
properties, protection levels, and frame formats. In WSN solutions, the encryption is usualy
accomplished by using a symmetric cryptosystem such as RC5 or Advanced Encryption Standard
(AES). Symmetric encryption algorithms seem to be inherently well suited to low-end devices,
because they have relatively low overhead. In practice, however, many low-end microprocessors
are only 4-bit or 8-bit, and do not provide (efficient) multiplication or variable rotate/shift
instructions. Hence many symmetric ciphers are too expensive to implement on some target
platform [14]. Depending on the implementation, AES may be either too big or too slow for
some application. [3] describes various security modes defined in the IEEE 802.15.4 standard,
broadly classified into no security, encryption only (AES-CTR), authentication only (AES-
CBCMAC), and encryption and authentication (AES-CCM) modes. The |IEEE 802.15.4-based
security modes can be improved for aWBSN according to the application requirements. Thus few
proposed 802.15.6 WBAN MAC (Medium Access Control) protocols suggests AES based
security solution for WBAN [4]. Although the National Institute of Standards and Technology’s
(NIST) AES cipher is more widespread than RC5 and has inbuilt hardware support among some
microcontroller manufacturers, AES is found slower and has higher memory requirements than
RC5, which makes RC5 a better cipher solution for devices with limited resources [16]. RC5 can
be considered as one of the best ciphersin terms of overall performance, when used in nodes with
limited memory and processing capabilities. As an industry standard, RC5 can also be utilized in
other types of wireless networks such as WBSN.

3. RC5PROTOCOL ASA CIPHER SOLUTION FOR WBSN

In a system with resource and energy constraints, such as a WBSN node, we need to consider the
balance of the three factors. energy consumption, security strength, and time or computational
overhead. This section throws some light on how RC5 algorithm affects sensor nodes and sensor
network performance. The focus is on security and performance trade-offs, especialy in energy
consumption, memory reguirement and computation time. Security concerns are motivated by the
deployment of a large number of sensory devices in the field. Limitations in processing power,
battery life, communication bandwidth and memory constrain the applicability of existing
cryptography standards for small embedded deviceg[6]. RC5 is simple and easy to implement,
and also more amenable to analysis than many other block ciphers. RC5 does not rely on
multiplication and does not require large tables. Hence, RC5 block cipher offers a
computationally inexpensive way of providing secure encryption. RC5 is suitable for resource-
constrained sensor nodes for the following reasons. RC5 is a simple and fast cipher using only
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common microcontrollers operations; it has alow memory requirement[17] making it suitable for
sensor applications; the same lightweight algorithm can be used for both encryption and
decryption; and heavy use of data-dependent rotations provides high security.

3.1 Security Strength

RC5 involves data dependent rotations which may help frustrate differentia cryptanaysis

and linear cryptanalysis since hits are rotated to random positions in each round. There is no
obvious way in which an RC5 key can be weak other than by being too short[13 ]. The standard
key length of RCS5 is 128 hits has managed to withstand years of cryptanalysis. Also the RC5
block cipher has built-in parameter variability that provides flexibility at all levels of security and
efficiency [5]. RC5 is better than DES in security strength and implementation efficiency[15].

3.2 Energy Consumption

Security protocols and the cryptographic algorithms contain security considerations from a
functional perspective, however many embedded systems are constrained by the environments
they operate in and the resources they possess. For such systems, there are severa challenges that
need to be addressed in order to enable secure computing and communications. For battery-
powered embedded systems, perhaps one of the foremost challenges is the mismatch between the
energy and performance requirements of security processing [study of energy consumption].
According to energy consumption, shown in [15] for different length encryption data, the energy
consumption of RC5 is significantly lower than that of AES and DES. Thus RC5 may be
considered as a potentia candidate for energy efficient cipher solution for WBSN aswell.

In[7], they presented a new method of applying cryptography techniquesin WSNs and eval uated
the energy consumption of various schemes such as Public Key cryptography, Symmetric Key
cryptography and Hybrid cryptography. To provide avalid and fair comparison they assumed the
three security schemes were executed on Atmega 128 16MHz 8-bit architecture AVR. The energy
consumptions depicted in [7] show that source node using RC5 saves about 72% of the energy
consumed by the hybrid scheme and 82% of the energy consumed ECC. It aso shows that the
intermediate node consumes additional 19% of the energy consumed by the intermediate node
using the hybrid scheme, and it saves more than 84% of the energy consumed by the intermediate
node using ECC. Additionally, the sink node uses RC5 to save about 72% of the energy
consumed by the hybrid scheme and 82% of the energy consumed by ECC. As a result, the
network energy in this scheme will be drained very dowly after a very large number of
interactions which makes this the symmetric scheme, RC5, the most suitable and viable one for
WSN.

3.3 Computational Overhead

High efficiency is strongly demanded for data security in WBANS, not only because of the
resource constraints, but also for the applications. Wearable sensors are often extremely small and
have insufficient power supplies, which render them inferior in computation and storage
capabilities. Thus, the cryptographic primitives used by the sensor nodes should be as lightweight
as possible, in terms of both fast computation and low storage overhead. Otherwise, the power
and storage space of the nodes could be drained quickly[1]. Study in [6] investigates the
computational requirements for a number of popular cryptographic agorithms and embedded
architectures. The measurements obtained cover a wide class of commonly used encryption
protocols such as MD5, SH1, RC4, RC5, and IDEA. The symmetric key encryption of RC5
performs better than IDEA. The initidization overheads are significant for al encryption
algorithms (RC5, IDEA and RC4), especially for small plaintexts. Thusthey are suitable for large
data size. [2] presents a methodology for the evaluation of the computational cost and energy
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efficiency of two block ciphers, Advance Encryption Standard (AES)- Rijndagl and RC5, that
have been published as potentially suitable for WSN security. From [2] anaytica model, RC5 is
faster compared to AES-Rijndael and therefore more energy-efficient under memory constraints
for both encryption and decryption, but it suffers from a relatively costly key expansion. As per
[2] RC5 is a potential candidate for encryption of large amounts of data since in this case the
costly key expansion does not fall into account. Conversely, AES Rijndael will normaly be
preferred for the encryption of small amounts of data or medium-sized messages.

Experimentation in [15] suggests using encryption service with RC5 agorithm. As per
comparison in [15], RC5 has the following advantages: 1) The design of RC5 is concise and it
does not need alookup table with large storage. The memory cost of RC5 is significantly smaller
than that of AES. 2) We can customize the group size, secret-key length, and the number of
iterations of RC5, which can be used flexibly in systems with different resource configurations.

In WBSN the size of data varies for different medical (health parameters such as ECG, EEG,
Blood pressure, Blood Sugar etc) or nonmedica (video, audio etc) applications. RC5 is a highly
efficient and flexible cryptographic agorithm, for which many parameters (key size, block size,
number of rounds) can be adjusted to tradeoff security strength with power consumption and
computational overhead. Thus RC5 with suitable parameters may perform well for WBSN
applications with different data size.

4. |MPLEMENTATIONSOF RC5 ALGORITHM

Although prototype modules for WBSN applications are becoming available; these devices are
multi-chip solutions with excessive power consumption. Recent advances in embedded systems,
microelectronics, sensors and wirel ess networking enable the design of wearable advanced health
monitoring systems. The development of a custom ASIC can deliver improvements to the
patient’s quality of care through miniaturization and power consumption reduction. However
prototype modds of such ASIC (Application Specific Integrated Circuit) or SoC (System on
Chip) implementations for WBSN nodes are in evolving stage. This section presents
implementation issues of RC5 agorithm for WBSN nodes. RC5 agorithm can be implemented in
software as well as hardware. Even though the software implementation of encryption algorithms
has the advantages of portability, flexibility, and ease of use, it provides a limited physica
security and agility compared to hardware implementations. Mgor advantages that lead to the
hardware implementation include less power consumption, small circuit size, hardware
reconfigurability, cost efficiency, high operating speed and security [8]. There are various
platforms for hardware implementations, such as, embedded architecture based, reconfigurable
platforms such as Fidld Programmable Gate Array (FPGA) and Programmable System on Chip
(PSoC) based and VLSI implementation in the form of ASIC (Application Specific Integrated
Circuit). This section describes various hardware implementations of RC5 algorithm in literature.

Study in [6] assesses the feasibility of different encryption schemes for a range of embedded
architectures. Measurements were obtained for six different architectures, ranging in word size
from 8 (Atmel AVR) over 16 (Mitsubishi M16C) to 32-bit width (StrongARM, XScale) to cover
low-end, medium and high-end embedded processors. This study includes RC5 as one of the
popular encryption agorithm for mobile devices such as nodes in a sensor network. A
comparison of RC5 and RC4 on Atmega 103 reveds that the encrypt times are close to each
other. In fact, RC4 is dightly faster. However, a similar comparison on StrongARM indicates
RCS5 is three times faster than RC4. This can be attributed to the fact that RC5 operates on 32-bit
words while RC4 operates on 8-bit words. A comparison between RC5 and IDEA on the Atmega
103 reved s that RC5 is 1.5 times faster than IDEA, athough they both work on 64-bit blocks.
Further from given set of algorithms RC4 and RC5 are found the most efficient in terms of code
memory size over all the given architectures.
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Field programmable gate arrays (FPGA) are becoming a commonly used technology for digital
systems implementation due to their fast manufacturing turnaround time, low startup costs, and
ease of design changes [9]. FPGAs are an array of programmable logic cells interconnected by a
matrix of wires and programmable switches. Each cell performs a simple logic function defined
as per the user instructions. An FPGA has a large number (64 to over 20,000) of these cells
available to use as building blocks in complex digital circuits. The potential features of Field
Programmable Gate Arrays (FPGA) implementation isthat it allows SoC modelling.

[10] describes area optimized architecture and an FPGA implementation for RC5 is introduced.
The proposed implementation allocates less area resources, with a range between 28 to 33%,
compared with the conventional architecture. The proposed architecture has been designed with a
pipeline technique, which achieves high speed performance.

[8] presents the design and anaysis of various hardware reconfigurable models of RC5
Encryption algorithm to determine the effects of loop-unrolling design concept on improving the
encryption performance in terms of throughput. Loop unrolling is a used generaly in system
design to improve throughput and optimize critical parts of the system by duplicating hardware
components. Results revealed that while no-loop-unrolling provided the least circuit size, the 3-
loop-unrolled approach provided the highest encryption throughput. Further, a throughput speed
up of 24% was achieved as compared to a reference system implemented. Although this design
approach could succeed in achieving throughput, there is no significant improvement in power
consumption. Thusit is a serious issue of concern as far as WBSN is concerned and hence needs
to be explored in this context.

[11] experimented high performance RC5- integrated architecture with variable key registration,
enhanced security and improved encryption throughput. The proposed architecture is synthesized
to FPGA device similar to the related work for comparisons. The proposed architecture shows an
improvement in the speed of operation as compared to the conventional architecture and related
work. The deliverable encryption throughput of the proposed RC5-SoPC (System on
Programmable Chip) design is from 300 Mbps to 450 Mbps, depending on the choice of the clock
frequency (i.e. 24 MHz or 35MHz). However this work does not reveal the power consumption of
hardware implemented.

[12] presents a half-run RC5 cipher architecture with low power dissipation for transmission
security of biomedical systems. The proposed architecture uses a resource-sharing approach
utilizing only one adder/subtractor, one bi-directional barrel shifter, and one XOR with 32-bit bus
width. Therefore, two data paths are switched through four multiplexers in the
encryption/decryption procedure. A prototype chip is fabricated by a standard 0.18 ym CMOS
technology. The size is 704*697 pm?, where a total of 1.64k gates are used. The proposed
architecture consumes 5.87 mW@50 MHz system clock. Though power consumption is less
compared to that of implementations in [8], a more research is needed to investigate ways to
reduce power consumption in such implementations as power requirement in WBSN nodes is
very less compared to this.

Thus RC5 algorithm can be implemented on various platforms. Each implementation platform
has its own advantages and disadvantages. One may choose the platform based on its application.
ASIC and SoC based implementations are best suitable for WBSN sensor nodes considering
various performance metrics such as size, weight, power consumption etc.

5. CONCLUSIONS

There has been very little study done for encryption scheme for WBSN. Thus lot of scope liesin
study, experimentation and investigation of suitable cipher solution for WBSN. This study
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initiates to propose RC5 as a potentia cipher solution for Wireless Body Area Networks. It
provides a satisfactory baance between energy consumption, security strength, and
computational time. RCS5 is a highly efficient and flexible cryptographic algorithm, for which
many parameters (key size, block size, number of rounds) can be adjusted to tradeoff security
strength with power consumption and computational overhead. Thus RC5 with suitable
parameters may perform well for WBSN applications with different data size. Study included
survey of RC5 implementations on various platforms. This theoretical discussion may further be
supported with experimental resultsin near future.
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