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Abstract:

Wireless Sensor Networks (WSN) are becoming a key technology in the support of dominant and ubiquitous
services. The previous notion of PKC is too expensive for WSN" has changed partially due to the existence
of new hardware and software prototypes based on Elliptic Curve Cryptography and other PKC primitives.
Then, it is necessary to analyze whether it is both feasible and convenient to have a Public Key
Infrastructure for sensor networks that would allow the creation of PKC-based services like Digital
Sgnature.
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1. INTRODUCTION

Wireless Sensor Networks [1] can be considered as a key technology to support pervasive and
ubiquitous services. They can be applied to awide number of areas. such as farmland monitoring,
,emergency medica care, wearable smart uniforms, etc.

Public-key cryptosystems, on the other hand, make use of different keys to encrypt and decrypt.
One of the most popular public-key cryptography agorithmsis RSA[37] ,which is used by many
secure technologies such as secure key agreement and digital signature .However, these networks
are quite difficult to protect, because every node becomes a potential point of logical and physica
attack. The use of Public key cryptography PKC in sensor networks has been usually considered
as \nearly impossible”, but at present some studies [4] have started to consider the possibility of
utilizing PKC in a highly-constrained networks. It is then the purpose of this paper to review the
state of the art of PKC for sensor networks, and to analyze if it is both feasible and convenient to
have a working Public Key Infrastructure in a sensor network environment. or this reason has
public-key cryptography often been ruled out for sensor networks as an infrastructure for
authentication, integrity, privacy, and security [6]-[9], even despite its alowance for secure
rekeying of mobile devices.

2. Wireess Sensor Networks

A WSN, which typically consists of a large number of wireless sensor nodes formed in a network
fashion, is deployed in environmenta fields to serve various sensing and actuating applications.
With the integration of sensing devices on the sensor nodes, the nodes have the abilities to
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perceive many types of physical parameters such as, light, humidity, vibration, etc. about the
ambient conditions. In addition, the capability of wireless communication, small size and low
power consumption enable sensor nodes to be deployed in different types of environment
including terrestrial, underground and underwater.

These properties facilitate the sensor nodes to operate in both stationary and mobile networks
deployed for numerous applications, which include environmental remote sensing, medical
healthcare monitoring, military surveillance, etc. The network design must take into account of
the specific applications. The nature of deployed environment must be considered. The limited of
sensor nodes’ resources such as memory, computationa ability, communication bandwidth and
energy source are the challengesin network design.

3. Problem statement and evaluation metrics in Wireless Sensor
Networ k

In this section, we first discuss the topology and architecture of atypical sensor network. We then
list the technical properties of typical sensor networks that makes the bootstrapping problem a
challenge. Finally, we present the goals and evauation metrics for a successful sensor network
security bootstrapping scheme.

3.1 Wireless Sensor networ k architecture

A typical sensor network has hundreds to several thousand sensor nodes. Each sensor node is
typically low-cost, limited in computation and information storage capacity, highly power
constrained, and communicates over a short range wireless network interface. Most sensor
networks have a base dtation that acts as a gateway to associated infrastructure such as data
processing computers. Individual sensor nodes communicate locally with neighboring sensors,
and send their sensor readings over the peer-to-peer sensor network to the base station. Sensors
can be deployed in various ways, such as physical installation of each sensor node, or random
aerial scattering from an airplane.

Generaly, sensor nodes communicate over a wireless network. A typical sensor network forms
around one or more base stations, which connect the sensor network to the outside network. The
communication patterns within a sensor network fall into three categories. node to node
communication (e.g., aggregation of sensor readings), node to base station communication (e.g.,
sensor readings), base station to node communication (e.g., specific requests).

3.2 Sensor networ k limitations

The following characteristics of sensor networks complicate the design of secure protocols for
sensor networks, and make the bootstrapping problem highly challenging. We discuss the origins
and implications of each factor in turn.

* Impracticaity of public key cryptosystems. The limited computation and power resources of
sensor nodes often makes it undesirable to use public-key agorithms, a sensor node may
require on the order of tens of seconds up to minutes to perform these operations [7, 9]. This
exposes a vulnerability to denia of service (DoS) attacks.

 Vulnerability of nodes to physical capture. Sensor nodes may be deployed in public or
hostile locations(such as public buildings or forward battle areas) in many applications.
Furthermore, the large number of nodes that are deployed implies that each sensor node must
be low-cost, which makes it difficult for manufacturers to make them tamper-resistant. This
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exposes sensor nodes to physical attacks by an adversary. In the worst case, an adversary may
be able to undetectably take control of a sensor node and compromise the cryptographic keys.
* Limited memory resources. the amount of key-storage memory in a given node is highly
constrained; it does not possess the resources to establish unique keys with every one of the
other nodesin the network.
e Lack of apriori knowledge of post-deployment configuration. If a sensor network is
deployed via random scattering (e.g. from an airplane), the sensor network protocols cannot
know beforehand which nodes will be within communication range of each other after
deployment. Even if the nodes are deployed by hand, the large number of nodes involved
makesit costly top pre-determine the location of every individua node.
To counter such a scheme, both the message and signature can be encrypted with the
recipient's public key:

A——> B: E(PUp, [M|[E(PRa, H(M))])
4. Distribution of Public Keys

Several techniques have been proposed for the distribution of public keys. Virtually all
these proposals can be grouped into the following general schemes:

«  Public Announcement

«  Publicly Available Directory
+  Public-key Authority

+  Public-key Certificates

4.1 Public Announcement of Public Keys

The point of public-key encryption is that the public key is public. thus, if there is some broadly
accepted public-key algorithm, such as RSA, any participant can send his or her public key to any
other participant or broadcast the key to the community at large (Figurel).

4.2 Publicly Available Directory

A greater degree of security can be achieved by maintaining a publicly available dynamic
directory of public-key. Maintenance and distribution of the public directory would have to be the
responsibility of some trusted entity or organization (Figure 2). Such a scheme would include the
following elements:

1. Theauthority maintains adirectory with a{name, public-key } entry for each participant.
2. Each participant registers a public-key with the directory authority. Registration would
haveto bein person or by some form of secure authenticated communication.

3. A participant may replace the existing key with a new one at any time, either because of
the desire to replace a public-key that has aready been used for a large amount of data, or
because the corresponding private key has been compromised in some way.

4. Participants could aso access the directory electronicaly. For this purpose, secure,

authenticated communication from the authority to the participant is mandatory.
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Figure 1. Basic Uses of Message Encryption
4.3 Public-Key Authority

Stronger security for public-key distribution can be achieved by providing tighter control over the
distribution of public-key from the directory. sensor A typical scenario isillustrated in (Figure 3).
As before, the scenario assumes that a central authority maintains a dynamic directory of public-
key of al participants.

In addition, each participant reliably knows a public-key for the authority, with only the authority
knowing the corresponding private key. The following steps occur:

Public-key
Directory

A . B
U | P,

Figure 2: Public-Key Publication

1. Sensor A sends atime stamped message to the public-key authority containing arequest for
the current public key of sensor B.

2. A stores sensor B's public key and also uses it to encrypt a message to sensor B containing
an identifier of sensor A (ID,) and a nonce (N,), which is used to identify this transaction
uniquely

3. Sensor B retrieves sensor A's public key from the authority in the same manner as sensor A
retrieved sensor B's public key.
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4. At this point, public keys have been securely delivered to sensor A and sensor B, and they
may begin their protected exchange. However, two additional steps are desirable:

5. Sensor B sends a message to Sensor A encrypted with PU, and containing sensor A's nonce
(N;) as well as a new nonce generated by sensor B (N,) Because only sensor B could have
decrypted message (3), the presence of N; in message (6) assures sensor A that the
correspondent is sensor B.

6. Sensor A returns N,, encrypted using Sensor B's public key, to assure sensor B that its
correspondent is sensor A.

4.4 Public-Key Certificates

The scenario of Figure 4 is attractive, yet it has some drawbacks. The public-key authority could
be somewhat of a bottleneck in the system, for a user must apped to the authority for a public key
for every other user that it wishes to contact. As before, the directory of names and public keys
maintained by the authority is vulnerable to tampering.

sensor Public-key sensor
A Authority B

Request|[Time;

E(PRan [PU,|| Request|[Time,];

E([PUb[1Da [[N4])

E([PUSN1 [ N2]) Request|[Time,

E(PRan[PU|| Request|[Timey])

E([PUs [|N2])

Figure 3. Public-Key Distribution Scenario

An dternative approach, first suggested by Kohn-felder ,is to use certificates that can be used by
participants to exchange keys without contacting a public-key authority, in a way that is as
reliable as if the keys were obtained directly from a public-key authority. A certificate consists of
a public key plus an identifier of the key owner, with the whole block signed by a trusted third
party.A user can present his or her public key to the authority in a secure manner, and obtain a
certificate. The user can then publish the certificate. Anyone needed this user's public key can
obtain the certificate and verify that it is valid by way of the attached trusted signature. We can
place the following requirements on this scheme:
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1. Any participant can read a certificate to determine the name and public key of the
certificate's owner.

2. Any participant can verify that the certificate originated from the certificate authority and is
not counterfeit.

3. Only the certificate authority can create and update certificates.

4. Any participant can verify the currency of the certificate.

5

Application must be in person or by some form of secure authenticated communication. For
participant A, the authority provides a certificate of the form

Ca= E (PRautn [T[IDAlIPU])

where PR, isthe private key used by the authority and T is atimestamp. sensor A may then

Sensor Certificates Sensor

Authority B

PU,

Ca= E (PRaun [Timey|IDA[IPU4])

Ca

Cy

Ca= E (PRaun [[Timey||I Dg[IPUy])

PU,

Figure 4. Public-Key Certificates

pass this certificate on to any other participant who reads and verifies the certificate as
follows:

D(PUain, Ca) = D(PUautn, E(PRatn, [TIIIDAlIPU4])) = (T|IDA[IPUS)

The recipient uses the authority's public key, PU.uw to decrypt the certificate. Because the
certificate is readable only using the authority's public key, this verifies that the certificate came
from the certificate authority. The elements ID, and PU, provide the recipient with the name and
public key of the certificate's holder. The timestamp T validates the currency of the certificate.

The timestamp counters the following scenario. Sensor A's private key is learned by an
adversary, sensor A generates a new private/public key pair and appliesto the certificate authority
for anew certificate. Meanwhile, the adversary replays the old certificate to sensor B. If sensor B
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then encrypts messages using the compromised old public key, the adversary can read those
messages.

5. Public-Key Schemesin Wireless sensor networ k

Here we use a collection of trapdoor one-way permutations, {pq} ., and a hard-core predicate, b,
for it. This scheme is quite wasteful of bandwidth. However, the paradigm underlying its
congtruction is valuable in practice. For example, it is certainly better to randomly pad messages
(say, using padding equa in length to the message) before encrypting them using RSA than to
employ RSA on the plain message. Such a heuristic can be placed on firm ground if the following
conjecture is supported:

Assume that the first n/2 least significant bits of the argument constitute a hard-core function of
RSA with n-bit-long moduli. Then, encrypting n/2-bit messages by padding the message with n/2
random hits and applying RSA (with an n-bit modulus) on the result will constitute a secure
public-key encryption system, hereafter referred to as Randomized RSA.

The number-theoretic computational problems which form the security basis for the public-key
encryption schemes discussed are listed in Table 1. An alternative public-key encryption scheme
is presented in [35],[36]. That encryption scheme augments Construction of a pseudorandom
generator based on one-way permutations as follows :

5.1 Key generation:

The key-generation algorithm consists of selecting at random a permutation p, together with a
trapdoor for it; the permutation (or rather its description) serves as the public key, whereas the
trapdoor serves as the private key.

5.2 Encrypting:

To encrypt a single bit ¢ (using public key p,), the encryption agorithm uniformly selects an
element r in the domain of pa and produces the cipher-text (py(r ),0 @ b(r)).

Ga(8)=b(s) . b(pu(s))..-b(pa~(S))

5.3 Decrypting:

To decrypt the cipher-text (y, T) using the private key, the decryption algorithm simply computes
T@ b(pg’ () ), wherethe inverse is computed using the trapdoor (i.e., private key).

To decrypt the cipher-text (y, z) using the private key, the decryption agorithm first recovers s =
pa” (¥) and then outputs z @ Gy(9).

6. Public-key Infrastructure

Internet Security Glossary defines Public-key infrastructure (PKI) as the set of hardware,
software, people, policies, and procedures needed to create, manage, store, distribute, and revoke
digital certificates based on asymmetric cryptography. The principa objective for developing a
PKI is to enable secure, convenient, and efficient acquisition of public-key. The Internet
Engineering Task Force (IETF) public-key Infrastructure X.509 (PKIX) working group has been
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the driving force behind setting up a formal (and generic) model based on X.509 that is suitable
for deploying a certificate-based architecture on the Internet. This section describes the PKIX
model.

public-key encryption scheme | computational problem
Blum-Gol dwasser probabilistic | Rabin problem

McEliece linear code decoding problem
ElGamal Diffie-Hellman problem
Rahin integer factorization problem
RSA RSA problem

Chor-Rivest knapsack subset sum problem

Table 1. public-key encryption schemes discussed in this chapter are listed

7. PKIX Management Functions

PKIX identifies anumber of management functions that potentially need to be supported by
management protocols. These are indicated in Figure 5 and include the following:

« Initialization: Before a client system can operate securdly, it is necessary to install key
materials that have the appropriate relationship with key stored elsewhere in the infrastructure.
For example, the client needs to be securely initiaized with the public-key and other assured
information of the trusted CA(s), to be used in validating certificate paths.

« Certification: Thisisthe process in which a CA issues a certificate for a user's public-key,
and returns that certificate to the user's client system and/or posts that certificate in a
repository.

« Key pair recovery: key pairs can be used to support digital signature creation and
verification, encryption and decryption, or both. When a key pair is used for
encryption/decryption, it is important to provide a mechanism to recover the necessary
decryption keys when normal access to the keying material is no longer possible, otherwise it
will not be possible to recover the encrypted data. Loss of access to the decryption key can
result from forgotten passwords/PINs, corrupted disk drives, damage to hardware tokens, and
so on. key pair recovery allows end entities to restore their encryption/decryption key pair
from an authorized key backup facility (typically, the CA that issued the End Entity's
certificate).

« key pair update: All key pairs need to be updated regularly (i.e., replaced with a new key
pair) and new certificates issued. Update is required when the certificate lifetime expires and
asaresult of certificate revocation.

» Revocation request: An authorized person advises a CA of an abnormal situation requiring
certificate revocation. Reasons for revocation include private key compromise, change in
affiliation, and name change.

« Cross certification: Two CAs exchange information used in establishing a cross-certificate.
A cross-certificate is a certificate issued by one CA to another CA that contains a CA
signature key used for issuing certificates.
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Figure 5. PKIX Architectural Model

8. Conclusions

Contrary to widely held beliefs, our results indicate that authentication and key exchange
protocols using optimized software implementations of public-key cryptography are very viable
on small wireless devices.
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