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ABSTRACT 
 

Security is playing a vital role in this era of information technology, it has become a prerequisite in the 

digital world for maintaining the secrecy of the information. Many techniques have been proposed for 

handling textual data, maintenance of confidentiality of pictographic data is also becoming a priority. 

The trend of pictographic data hiding is pixel based, here a version of Visual Cryptography is presented 

which is segment-based instead of pixel based. The key or the secret which is in the form of digits that is 

to be distributed is converted into segment display and then encrypted .The result of encryption is two 

random shares. The decryption process involves the stacking of these two shares. It is easier to view the 

secret with the human eye by stacking the shares. 
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1. INTRODUCTION 
 

The security of data is an ever challenging and concerning issue. There is always a constant 

requirement for new and outstanding encryption techniques. This becomes has a top priority 

especially in applications which require transferring of sensitive data. Visual cryptography can 

provide one such feasible solution. Visual cryptography is a cryptographic technique which 

handles the encryption of visual information such as pictures, text, etc, the decryption can be 

done in such a way that the normal the human visual system can identify the secret without the 

help of computers. 
 

The term visual cryptography was first coined by Moni Naor and Adi Shamir [1] in 1994. They 

demonstrated a basic (2,2) visual secret sharing scheme, where an secret in the form of an 

image was broken up into 2 disordered shares so that only someone with those 2 shares could 

decrypt the image. This technique was latter expanded to a (m, n) scheme where someone who 

hold those n shares can see the secret, while m be the minimum set of shares that depend on n. 

To witness the secret clearly all the n should be present, combination of m shares also divulge 

the image but not with clarity. Each share is printed on a separate transparency, and decryption 

is performed by overlaying these disordered looking shares. When all n shares were 

superimposed, the original secret image would appear. 
 

If individual share is considered alone and the other share is unknown, it is a random collection 

of blocks. Given only one share, a second share cannot be crafted to reveal any possible image, 
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therefore, individual shares reveal no information about the original image. Each pixel of the 

images is expanded into further blocks. There are always the same number white and black 

blocks. If a pixel is divided into two parts, there are one white and one black block, If the pixel 

is divided into four equal parts, there are two white and two black blocks.  
 

In the fig.1 we can see that a pixel divided into four parts, can have six different states. If a 

pixel on layer 1 has a given state, the pixel on layer 2 may have one of the two states: identical 

or inverted to the pixel of layer 1. If the pixel of layer 2 is identical to layer 1, the overlayed 

pixel will be half black and half white. Such overlaid pixel is called grey or empty. If the pixels 

of layer 1 and 2 are inverted or opposite, the overlaid version will be completely black. This is 
called an information pixel. 
 

 
 

Fig1: Layering in Visual cryptography 
 

Now the two layers can be created. One transparent image, layer 1, has pixels which all have a 

random state, one of the six possible states. Layer 2 is identical to layer 1, except for the pixels 

that should be black (contain information) when overlayed. These pixels have a state that is 

opposite to the same pixel in layer1. If both images are overlayed, the areas with identical states 

will look grey, and the areas with opposite states will be black.  
 

Visual Cryptography offers perfect confidentiality according to the information theory. 

The use of Visual Cryptography in secure communications will engage the sender in 

distributing one or more random layers in advance to the receiver. If the sender has a message, 

he creates a layer 2 for a particular distributed layer 1 and transmits it to the receiver. The 

receiver aligns the two layers and the secret information is revealed. The decryption process is 

done without the need of an encryption device, a computer or performing calculations by hand. 

The system is unbreakable, as long as both layers don't fall in the wrong hands. When one of 

the layers is intercepted it's impossible to retrieve the encrypted information. This technique is 

simple to implement and does not require any NP-Hard problem dependency. Infinite 

computations also can’t predict the message. User need not have any knowledge about 

cryptography to decrypt the message and the cipher text can be sent through FAX or E-MAIL , 

these benefits make visual cryptography a distinct technique. 

2. SEGMENT DISPLAY 
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Segment display is a form of displaying decimal numerals. It is an alternative to the more 

complex dot-matrix displays. Segment displays are used more in electronic devices like digital 
clocks, electronic meters, and other electronic devices for displaying numerical information. 

There are different types of segment displays. viz,7-Segment Display, 9-Segment Display, 14-

Segment Display, 16- Segment Display  
 

7 Segment display[6] is the most famous and easy of all segment displays. 7 segment displays, 

as its name indicates, is a composed of seven elements. These seven elements are combined to 

produce representations of the Arabic numerals as shown in fig.2. The seven segments are 

arranged as a rectangle of two vertical segments on each side with one horizontal segment on 

the top, bottom, additionally, the seventh segment bisects the rectangle horizontally. 

 
 

Fig.2: Seven segment Display 
 

The concept of Visual Cryptography has taken several forms in its transition. It started from a 

2-out-of-2 secret sharing system and went to an m-out-of-n secret sharing system. Some tried to 

add steganography to Visual Cryptography, and some tried to move from black-and-white to 

color images[2][3][4][5]. There are lots of works which concentrated on pixel based images. 

Visual cryptography is a budding topic. Visual cryptography is a simple and powerful method  

which can provide high security for confidential information. Recently, various studies about 

visual cryptography are proposed.  Some has proposed a method for splitting the image into 

two different shares and some proposed on pixel quality enhancement [11][13], original image 

transmission or secret image transmission[12]. On the other hand, there have been also many 

reports for productions of meaningful binary halftone share images [14].Fu and Au have dealt 

with binary or ternary images like text images as secret image[8], while other many researchers 

have studied about natural gray-scale images like photographs as secret image and image as 

keys [9], [10].  
 

A paper by Bernd Borchet [7] in 2007 has proposed a different variant of Visual Cryptography, 

i.e. instead of taking pixels as the smallest units to be encrypted, segments of a segment display 

are encrypted. The typical segment display is the seven-segment display, see fig.3, it is used to 

represent the digits 0; 1; 2; 3; 4; 5; 6; 7; 8; 9. 
 

 
 

Fig.3: Display of numbers using seven segments 

 
This paper is an application extension of the segment based work proposed earlier. This paper 

focuses on segment based visual cryptography. The suggested segment-based visual 
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cryptography can be used to encrypt messages into shares consisting of numbers displayable by 

a segment display. The features like easy adjustment of the two shares in case of transparencies 

and easy for a non-expert human user to use are the latent advantages of the segment-based 

visual cryptography over the pixel-based one 

 

3. KEY DISTRIBUTION 
 

In symmetric key cryptography, both parties must have a secret key which they must exchange 

before the initiation of encryption process. Distribution of secret keys has become a challenge 

until recently, because it involved face-to-face meeting of the parties or, use of a trusted 

courier, or sending the key through an existing encrypted channel. The first thing is impractical, 

the second thing has become unsafe, as it depends on the mercy of the courier service, while the 

third depends on the security of a previous key exchange. 
 

In secret sharing a secret (key, pin, trade secret.) is used as a seed to generate a number of 

distinct secrets (shares), and the pieces are distributed between the recipients so that all the 

shares put together only can reveal the secret. Secret sharing is also called secret splitting, key 

splitting, and split knowledge. In real time applications distribution of key is a threat. Physical 

mail interception and fraud remains a significant risk even in today’s modern technological 

environment. 

 

4. SEGMENT BASED VISUAL CRYPTOGRAPHY FOR KEY DISTRIBUTION  
 

This paper merges the positive aspects of visual cryptography and segment display for key 

distribution. Keys are vulnerable to unauthorized access when tried to print. The following are 

the steps of the algorithm for generating a segment based key. 

Step 1: Generate a random number of size n 

Step 2: Every segment S of the digit in the number is split into two parallel lines S1, S2 closely  

             without intersection. The two parallel lines should be white in color on a black surface. 

Step 3: Following step 2 Generate the segment display of the number in step1. 

Step 4: Share 1 is generated randomly i.e. either of the parallel segment is generated randomly.  

             The randomly generated segment is kept white and the parallel segment is made black. 

Step 5: Share 2 is generated based on share 1 and, assume that a certain digit from 0-9 is to be   

            represented, consider the subset of segments of the digit that is to be highlighted.  
Step 5.1: If segment S belongs to this subset then the selection is the same as that in  

                the random share and alternative segment is turned black. 

Step 5.2: If the segment S does not belong to the subset then the alternative segment of    

               the one in the random share is selected and random shares segment is made  

               black. 
 

The fig.4 shows the parallel seven segment display. These segments are generated white in 

color parallel and close to each other. Fig.5 illustrates the parallel seven segment display of a 

chosen number 4321. 
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Fig.4: Parallel  Seven  Segment Display 

 

 
 

Fig.5: Parallel Seven Segment Display of the chosen number 

 
The random seven segment number with parallel segments illustrated in fig.5 is now subjected 

to the encryption process which is based on the visual cryptography and algorithm specified 

above. The result of the encryption process is share 1 and share 2, shown in fig.6. Each digit in 

these shares appears same as that of the seven segment display. Any eavesdropper or an 

intruder who captures a single share cannot predict what the number would be. This advantage 

makes this technique an impartial one. 
 

 
 

Fig.6: Share 1 and Share 2 of the random parallel seven segment display of the chosen number 

 
The decryption process is a very simple and easy for a non-technical person to use. The shares 

are printed and stacked on each other to view the secret, the segments belonging to the first 

subset show transparent areas when the two shares are stacked. Therefore, after stacking, the 

number to be shown appears to the eye of the beholder. The revealed secret is shown in fig.7 
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where in the same subset segments appear bright and the alternative subset segments appear 

grey in color parallel to each other. This application generates and securely prints bank 

Personal identification number, or cryptographic key components.  
 

 
 

Fig.7: Share 1 and Share 2 of the random parallel seven segment display 

 

5. CONCLUSIONS 
 

Segment-based Visual Cryptography has potential advantages compared to pixel-based Visual 

Cryptography either in adjusting the shares or in the decryption process. This paves a way for 

secure yet easy way of transferring secure data with minimal human interference and effective 

deliverance of data.  
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