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Abstract

Detection of malicious node in the neighborhood with minimal infrastructure and computations is a
requirement. The existing models require more computation, storage, and complex security calculations.
These models are inefficient in wireless sensor networks due to their resource limitations. Therefore, an
agent-based approach that maintains the node’s current status is proposed in this research. In agent-based
approach detection is possible through maintaining the ratings of each node. The ratings of a node will be
done through the ratio of packet forwarded by packets received. Further, the ratings can be done using the
E-commerce models. In E-commerce models, each node votes the successive node depending upon the ratio
of packet forwarded by packets received. The update ratings will be done through Sporas formula or
Molina’s formula or with a combination of both models. Further, the proposed agent-based framework
uses reputation of a node through neighbouring nodes as part of trust calculation. The simulations were
presented to calculate the trust of a node.
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1. INTRODUCTION

Wireless sensor networks or sensor networks are composed of a large number of sensor nodes
deployed densely in a closed proximity to collect data to a specific function. Sensors have limited
memory, computational capability, and limited transmission capacity. The sensors primarily
preprogrammed to collect the data and forward to the base station through defined
communication path. If the information is sensitive, the nodes and communication path must be
trust worthy. The sensor network possesses the self-organizing capability if the positions of
nodes are not predetermined. Irrespective of the topology, each node must trust the successive
node in the path. If any node in the path is suspicious, the decision node must calculate the
alternative path.

The low cost small size sensors with more computational power are available in the market. Due
to advances in technology the applications span over house hold usage to military. The sensitive
applications demand secure transmission at the time of deployment of sensors. The applications
include the following items.
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e (Cars, household items (microwave, refrigerator, washing machine), toys, and office
equipment (doors, scanners, printers, and cameras)

¢ Control of heating, ventilation, detect the presence of biological and chemical presence

e Structural monitoring, tracking of shipment, global positioning system, health monitoring,
shopping malls, building entries, remote control to televisions and motor vehicles

e Traffic conditions, status of parking places, status of the hospital room conditions, and
unauthorized entries in buildings

The sensor applications in daily life includes from house related to military. Due to these reasons
sensor research became very famous.

The algorithms and protocols usage in networks and sensors is different due to nature of
applications. Some of the major differences between wireless sensor networks and wireless
networks (ad-hoc networks) are given in Table I.

Table 1: Major differences between wireless sensor networks and ad-hoc networks

Wireless sensor networks

Ad-hoc networks

The wireless sensor nodes are densely
deployed.

Deploying the nodes in Ad-hoc are depends
upon specific policy.

Sensor nodes are bound to (prone to) fail.

It is not the same case in ad-hoc networks.

Topology changes frequently, since
positions of nodes are not predetermined
and nodes may fail at any time.

Positions and policies are predetermined.

Limited memory, computational capability,
and transmission power.

Capabilities are different in ad-hoc

networks.

Global identification of a specific node may | Each node is connected and identified.

not exist.

Sensor networks require special protocols to
work with its design specifications.

Traditional protocols use exchange and
distribute the keys through cryptographic
tools for trust evidence.

There are varieties of methods to calculate the trust of a successive node. The methods include
the reputation-based trust management, event-based trust management, collaborative trust
management, and agent-based trust management. In reputation-based trust management, the node
stores the number of packets transfer from the node and calculate the success rate of packets
transferred from its successive node. In the event-based trust management system, the trust rate is
calculated at particular or specific time events or periodically. In collaborative models, the
business models are used to calculate the trust similar to product trust management. In agent-
based trust management systems, an agent node is introduced to store the packet transfer
information from a cluster of nodes within communication distance. The agent-based systems
relieve the most of the processing time of nodes and the nodes concentrate on transfer of
information. Trust-based systems will help to detect the malicious nodes and eliminate them from
the communication path.

A trusted node must transmit the minimum acceptable number of packets. The minimum
acceptable number is the ratio (R=Pt/Pr) of packets transmitted (Pt) to receive (Pr). The minimum

acceptable number is called threshold (R > T'). The threshold is used to rate the node. One of the
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methods to update the node ratings is using the E-commerce formula called Sporas formula [7] or
Molina’s fuzzy reputation model [5] or proposed agent-based model. The proposed agent-based
model reduces the overheads on sensor nodes and helps to improve the life sensor nodes in terms
of battery power, computational, and management of node data.

Dynamic topology is one of the property in massive deployment of sensors is a dense unknown
field. Failure of sensors is common in such situations. The recent research [29, 36, 40] shows that
the new algorithms for optimal deployment of sensors, localization, energy efficient, energy
aware routing, data aggregation, and fusion. The algorithms meet the problems of transmission
failure, automatic adjustment in topology. Further, task completion that includes sensing data,
reporting data, and detecting malicious node requires cooperation of neighbor nodes. The
cooperation between the needs trust of neighboring nodes. The research builds on trust of
neighboring nodes and rating the successive node that transmits the data. Therefore, a trust
management system that uses the limited resources is a requirement. The new trust based system
must detect the malicious node with minimal resource usage.

The sensing the misbehavior of a node starts with dropping of packets purposefully (effect of an
intruder) or randomly. The trust is based on repeated positive behavior of a node. The reputation
is a tool to detect the behavior of a node [50-53]. In agent based systems, all node tables are
maintained at the agent. The agent further maintains the neighboring nodes. Therefore, the agent
based system helps to detect the malicious node with minimal effort. Since the current encryption
or stochastic models cannot detect the malicious node, the trust based system is more suitable.
Further, trust of a node cannot be generated automatically. It requires an appropriate procedure to
generate trust and further actions of detecting malicious node.

Figure 1 show the wireless sensor network with nodes, connected to neighbor nodes, and an agent
to collect and process trust information. The agent’s responsibility is to collect the node ratings
and update the trust of each node within communication distance of successive node in the path.
The agent further provides the level of trust, detects the malicious node, and recommends
alternative path if the trust of a node in the communication path is below the threshold value.

The remaining part of the paper discusses the related work, reputation based trust, agent-based
trust calculation. The reputation based trust model uses Sporas formula and Molina’s fuzzy model
and comparison of these models to update the rates. Finally, the paper presents concluding
remarks and future research.
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Figure 1: Wireless sensor network communication topology.

2. RELATED WORK

Trust management is not a new concept in the electronic market. Reputation and trust are the
basics of product sales. Establishing trust on a product manufacture industry and reputation of a
product is the source of sales. Similarly, establishing trust on a node transferring the packets and
reputation of the node is very important to keep the sensor node on data transfer path. Trust
calculation and update the node ratings uses reputation-based trust calculation [1, 4, 48-52],
event-based trust management [2], and agent-based trust management [7-9]. Repeated games help
to detect the trustworthiness of a node in the path [1].

Ganeriwal et al. [4] discussed the reputation-based framework for high integrity sensor networks.
The model evaluates the trustworthiness of the nodes and various type of misbehavior of nodes in
the network. The model uses the Bayesian formulation and updates the trust with direct and
indirect trust calculations.

Trust is not consistent. It varies from time to time and event to event. In sensor networks, a series
of events happens. Data collection, data routing, location report, identifying neighbor,
reorganizing the network, and time synchronization are very common. In event-based systems
[2], the behavior of sensors and collection of trust rating from neighbor nodes is done through
agents. The agent decides the trustworthiness of sensor and path reestablishment. Dragovic et al
[45] discussed the event-based trust management. They described the methodology for storage
and retrieval based on reputation information can improve the scalability while exploiting the
asynchrony.

Trust management in wireless sensor networks and pervasive computing using Bayesian
estimation was studied in [11,42]. In [42], the authors proposed a framework that evolves trust
based on Bayesian formulation. Even it is expensive, it helps to resist the Sybil attacks. The
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Momani and Challa [11] proposal concludes that relationship between the nodes helps to purge
the bad nodes. Filtering the false data in sensor networks was discussed in [40]. Further, the
security models in sensor networks and trust based security was discussed in [22-39]. The
security aspects discussed in [22-39] proposes many intrusion attacks non wireless networks and
wireless sensor networks. The neural network approach to detect the local trust value in P2P
environment was discussed in [41]. Further, managing trust in P2P environment was studied in
[14, 15]. Trust in an uncertain environment was studied in [6, 46]. The authors in [6] studied the
trust of fuzzy reputation systems and uncertain environment in [46] to secure the nodes in the
communication path.

The survey of trust and security models was studied in [16, 27, 30]. Wireless sensor network
security issues and innovative approaches to solve these problems are studied in [16]. The authors
concluded that the future research follows the innovative approach to model trust based approach
in wireless sensor networks. The security using trust with task-based and data aggregation,
filtering false data, beta reputation, and trust as a computational concept were studied in [13, 17-
21]. Trust management in grid computing was studied in [43]. The event based trust management
and collaborative trust management was studied in [44-45]. Recently, event-based and agent-
based trust management systems are gaining more attention in the research world.

The agent-based system [7-9] uses various methods of sensor node ratings and calculation of trust
of nodes. In agent-based models, an agent is created with a set of nodes within the
communication distance. The agent is responsible to calculate the trust and reputation of the
nodes using various formulas. Recently, the E-commerce models for trust management and
intrusion detection have more attention in sensor network research.

Collaborative reputation in an electronic market [3] uses the Sporas formula to calculate the
ratings of a node on Web. The ratings will conclude the trust in wireless sensor networks. Bio-
inspired techniques based on ant colony system are another attraction in trust based systems. In
ant colony based trust systems, we can detect most worthy path by using the pheromone traces
deposited by ants.

Momani et al. [10] proposed the secure data aggregation scheme to detect the inside attack
(within networks) and trustworthiness of a node in the wireless sensor networks. Further, trust
establishment in ad hoc network using distributed environment was studied in [12].

Contribution: Trust ratings with Sporas formula and fuzzy reputations of Molina’s formula were
derived and compared. The two methods used to calculate the trust of a node. It is concluded that
the learning rate and most recent trust rate helps in detecting the malicious node quickly. Further,
the agent in each cluster minimizes the computational overhead of the nodes. The simulations
were presented to illustrate the theoretical analysis.

3. TRUST AND REPUTATION

The reputation-based models use the trust model based on the ratio that the rate of a number of
packets received to the number of packets transmitted [1]. The event-based models calculate the
trust on the rate of transfer of packets at any particular event [2]. Further, business (collaborative)
models are used to calculate the trust of a node depending upon the rating voted by neighboring
nodes [3]. All models were used to calculate the trust and detect the malicious node, so that they
can avoid the malicious node from the communication (data transfer) path. These calculations
show that the trust is calculated on the behavior of a node in the data transfer path.
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Molina et al. used the fuzzy reputation to calculate the trust of a node [5, 6]. The trust depends
upon the reputation of a node R, at the timei—1, current rating C, and remembrance weight @ .
The maximum value of remembrance is 1 and the minimum value is 0. Hence @ may be chosen

between 0 and 1 (0 < @ <£1). Using the Molina’s formula, the current reputation of a node is
calculated as [5]:

R_,.0+C.2-w)
R, = 5 (1)

In equation (1), if @ =0 then the current reputation is same as current rating (R, = C,). Further,

if the node does not remember the previous reputation (@ = 0), then current rating is same as the
reputation value. It shows that a new node entering into network does not have previous value
and the new node is treated as old node with @ = 0. If the learning rate equals 1 (@ =1), means
the node has maximum learning level and the new reputation value of a node is calculates as the
average of previous reputation with remembrance weight and current rating. The maximum value
of @ provides the excellent reputation and more trustworthy. Therefore, the equation (1) becomes

R = R, +C..

2
i > ()

The equation (2) shows that a new node is added with the best possible rating, the next rating may
not be same and depends upon the new ratings. The rating of a node must be established by each
node sending the packets. The conclusion is that the reputation must be established and it should
not be taken randomly some value. Figure 2a shows that the node ratings depend upon the
learning factor. If the learning factor is greater than zero, the node ratings always increase and
proportional with the iterations. In Figure 2b, we have fixed the value of @ and the node current
ratings and previous ratings were initialized. The learning variable does not influence the node
ratings. The reason is that each time separate learning factor is used. The learning factor may
increase or decrease, but never be same in sensor nodes. If the learning factor is initialized each
time, there are no updates to node ratings. Therefore, the variation for higher value of learning is
marginal or no change in value.
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Figure 2a: Ratings of the node with iterations
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Figure 2b: Ratings of the node with iterations

In sensor networks, the trust of a node depends upon the reputation. The reputation achieved
through voting by the nodes transferring the packets through that node. In E-commerce, the
voting updates on a product or node (in the present case) are obtained using Sporas formula. The
current ratings are obtained using the following Sporas formula [7].
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1
R=R.+_ 0(R.)C-R,) g

1

¢(Ri—1) =1- 1+ e_(Ri’l_D)/U 4)

where:

0 - effective number of ratings taken into account (¢ >1). The change in rating should not be
very large.

@ - helps to slow down the incremental change
C, - represents the rating given by the node i

D - range or maximum reputation value

o - the acceleration factor to keep the ¢ above certain value (> threshold).

If the node compromises, the rating will be smaller and (C; — R, ;) become negative. Therefore

the current reputation slowly crosses below threshold and node declared as malicious.

The equations (1) and (3) calculate the new reputation of a node. Substituting equation (1) in (3),
we obtain.

R . 0+C,.2-w)
> =

1
Ri—l +— ¢(Ri—1 )(Ci - Ri—l )
0 5)

Assume the remembrance weight @ =1 or @ =0 the equation (5) simplifies
C., =R, (6)

The equation (6) shows that if the remembrance @ = 1 or @ = 0 the ratings given by a node i (i"
node) is equal to reputation of the node. That is, a long term excellent reputation node and recent
added good node assumes to be trustworthy.

Further, in equation (1), if the remembrance @=1, then current reputation is average of previous
reputation and current ratings. Figure 3a shows the relation between reputation of a node and
current reputation. In normal conditions, the current reputation is proportional to previous
reputation.

Figure 3b is drawn for the remembering weights =0, 0.7,1.0. Once the system get updated

continuously, the node rate constantly increases (stabilizes). If the reputation is random
(reputation may be low or high) and ratings are increasing or decreasing, the node is not
trustworthy. The node drops the packets randomly. The Figure 3¢ and Figure 3d shows that if the
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nodes are dropping packets randomly, the increasing reputation is better than decreasing
reputation.
In the agent based systems, it is recommended to use the Sporas formula to update the ratings, so
that the fuzzy reputation formula of equation (1) provides better results. The reliability of the
nodes in wireless sensor networks is temporary. The continuous update of ratings is required in
the wireless sensor networks.
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Figure 3b: Relation between the reputation of a node and current reputation
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4. AGENT-BASED APPROACH

Agent-based trust approach is similar to cluster-based approach or watchdog approach [5, 7, 9].
The cluster forms with the nodes that are within communicating distance. Each cluster has an
agent to collect the reputation of nodes. The reputation of a node includes two factors.

¢ Trust of each node in the cluster transmitting the packets through same node and must be
within communicating distance.
¢ Trust of a node (constant and less than 1) to its neighboring node(s).

The agent keeps the above information of nodes that are within communicating distance and
calculates the trust of a node in the transmitting path. The current trust value of a common packet
transmission node decides the status of that node (malicious or not). Therefore, the trust depends
upon the direct observations of a node plus the indirect observations received from its neighbor
nodes. Further, the reputation of a node is calculated in two ways.

Case 1: From the Figure 1, the reputation of a node D at node A is a sum of the observations of
node A, node C with respect node A, and node B with respect to node A with appropriate
multiplication factor. The reputation of node D at node A is given by

RA,D = a‘RA,D + ﬁ‘RC,D + 7-RB,D (7

ma O+ L+y=1 ®

where

R, ,, reputation of node D at node A
R, reputation of node D at node C

R ,, reputation of node D at node B

The nodes C and B are neighbors of node A. The direct reputations are at decision node and
indirect reputations are from its neighboring nodes. Initially, the constant factor at decision node

carries higher value than other nodes. The values of £ and ¥ are based on the trust of node A
with respect to nodes C and B. Figure 4a shows that the higher value of alpha lower the
confidence of a node that was put in trust test. If the value of £ and % are larger, then the
indirect observations provide better results. That is, the neighbor nodes receive more confidence

on the successive node with respective to the testing node (node A is a testing node in the current
case).

Therefore, it is better to adjust the alpha value at lower level (<0.5). Figure 4b shows the
collaborative trust calculation at Node A as trust value decreases. Collaborative effort helps and
confirms the trust status. In the current problem (Figure 4a and 4b), it is clearly shown that, the
node A to D has communication problem and D is not a malicious node. Furthermore, node A can
confirm from node B and node C the confidence or reputation of node D using their original trust
values which are stored at the agent.
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In agent-based systems, the agent has the trust and reputation values of all nodes. The agent also
has the level of belief of each node on its neighbor nodes. The level of belief is the multiplication

factorsa, B and ¥ with appropriate trust values. Further, the agent-based system eliminates the

computations required at each node and saves the energy of nodes. Therefore, the energy savings
increase the life of a sensor node.
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Figure 4a: Trust of node D at A with collaborative effort
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Case 2: The trust of node D with respect to node A (R, ) is calculated using the trust of node D
at B with respect to node A and trust of node D at C with respect to node A.

(a)  Trust of node D at node B with respect to node A (R, ) is the sum of the trust of node B

on node D and trust of node B on node A (R,,) :
RBA,D =R, p-Rpy + (1 =Ry R, )

(b) Trust of node D at node C with respect to node A (RCA’ ) 1s the sum of the trust of node C on
node D and trust of node B on node A (R,) :

Re p=R,p-Rey, +(1-R IR, (10)

Find the average of trust of node A on D, trust of node B on node D with respect A, and trust of
node C on node D with respect A.

R,p=R,p+Ry p+ RCA,D)/3 (11)

Figure 5a shows the slow decrease of trust calculated through equations (9) to (11). The
confidence factor helps to confirm the successive node status. The Figure Sa is drawn with higher
reputation of neighbor nodes and trust of node A on node D is decreasing. Figure 5b is drawn for
higher reputation of node D at node A (above the threshold value) and lower reputation of nodes
B and C on D. The results show that the lower reputation of node D at neighboring nodes effects
the decision at node A.

The equations (7) and (11) approximately produce the same result. The results show that if the
node D is malicious and temporarily produces better reputation at A, the collaborative effort will
give warning to drop the node from the communication path.
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5. CONCLUSIONS

Trust-based packet transfer in sensor networks has been taken significant importance in recent
years. The secure transfer of information with low cost is still a debatable problem in wireless
sensor networks. In this paper, we first presented the fuzzy rating models to find the note ratings.
Later we used Sporas formula to update the node rating. An agent-based approach was introduced
to calculate the trust using the collaborative approach. The ratings of a node and its neighbors
with respective to the node help for better decision on trust calculation of successive node in the

32



International Journal of Security, Privacy and Trust Management ( [JISPTM), Vol.1, No.1, February 2012

path. A similar approach was used to lower the burden of computational work on the node.
Lowering the computational work at node increases the life of sensor node.

The future research includes the event-based trust calculation. The event-based trust is recently
introduced, and very little work was done in this line. Event-based trust models triggers the node
whenever a specific event happens (increase in sound, light, humidity, sound, or any similar
event) to collect and communicate the data to base station. Further, it will be easier to detect the
malicious node in the communication path using the data of specific events in the surroundings of
a node.
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