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ABSTRACT

Video Steganography deals with hiding secret data or information within a video. In this paper, a hash
based least significant bit (LSB) technique has been proposed. A spatial domain technique where the
secret information is embedded in the LSB of the cover frames. Eight bits of the secret information is
divided into 3,3,2 and embedded into the RGB pixel values of the cover frames respectively. A hash
Sfunction is used to select the position of insertion in LSB bits. The proposed method is analyzed in terms
of both Peak Signal to Noise Ratio (SPSNR$) compared to the original cover video as well as the Mean
Square Error ($MSE$) measured between the original and steganographic files averaged over all video
frames. Image Fidelity ($IF$) is also measured and the results show minimal degradation of the
steganographic video file. The proposed technique is compared with existing LSB based steganography
and the results are found to be encouraging. An estimate of the embedding capacity of the technique in
the test video file along with an application of the proposed method has also been presented..
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1.INTRODUCTION

Steganography is hiding private or secret data within a carrier in invisible manner. It derives
from the Greek word steganos, meaning covered or secret, and graphy (writing or drawing)[1].
The medium where the secret data is hidden is called as cover medium, this can be image, video
or an audio file. Any stego algorithm removes the redundant bits in the cover media and inserts
the secret data into the space. Higher the quality of video or sound more redundant bits are
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available for hiding.

Application of Steganography varies from military, industrial applications to copyright and
Intellectual Property Rights (IPR). By using lossless steganography techniques messages can be
sent and received securely [2]. Traditionally, steganography was based on hiding secret
information in image files. But modern work suggests that there has been growing interest
among research fraternity in applying steganographic techniques to video files as well [3, 4].
The advantage of using video files in hiding information is the added security against the attack
of hacker due to the relative complexity of the structure of video compared to image files.

Video based steganogrpahic techniques are broadly classified into temporal domain and spatial
domain. In frequency domain, images are transformed to frequency components by using FFT,
DCT or DWT and then messages are embedded in some or all of the transformed coefficients.
Embedding may be bit level or in block level. The secret data is inserted in Least Significant
Bits (LSB) of the intensity pixels of the video. Various techniques of LSB exists, where [5]
proposes the data is first encrypted using a key and then embedded in the carrier AVI video file
in LSB keeping the key of encryption in a separate file called key file. Whereas in [6] selected
LSB steganography algorithm is proposed. Various other techniques exist in literature [7, §]. In
literature other than the LSB techniques some other methods also exit in spatial domain such as
motion vector and linear code [4] and specific algorithms for compressed video streams [3].

In this paper a hash based LSB Techniques is proposed in spatial domain. An application of the
algorithm is illustrated with AVI file as a cover medium. The results obtained are significant
and encouraging.

The rest of the paper is arranged as follows, section 2 described the proposed video
steganographic technique. The algorithm is proposed in section 3 with an application of it in
AVI carrier file. Section 4 gives results and performance evaluation with other LSB technique.
Conclusion and future work are presented in Section 5.

2.PROPOSED TECHNIQUE

The technique is a Hash based Least Significant Bit technique for Video Steganography has
been proposed. The flow diagram of the same is given in Figure 1.
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Figure 1. Block diagram of HLSB Video Steganography technique (a) Encoding and (b)
Decoding

A video stream (AVI) consists of collection of frames. To ensure security the secret data is
embedded in these frames as payload. The information of the cover video (AVI) such as number
of frames (n), frame speed (fp/sec), frame height (H) and width (W) are extracted from the
header. The video is broken down into frames. Proposed LSB based technique is used to
conceal the data in the carrier frames.

Eight bits of secret data is considered at a time and concealed in LSB of RGB pixel value of the
carrier frames in 3, 3, 2 order respectively. The detailed technique has been depicted in Figure 2.
This distribution pattern is taken because the chromatic influence of blue to the human eye is
more that red and green pixel. Thus the quality of the video is not sacrificed but we could
increase the payload. Also this small variation in colours in the video image would be very
difficult for the human eye to detect.
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Figure 2. Proposed hash based LSB embedding technique (a) shows secret data embedded in 4
bits of LSB in 3,3,2 order in corresponding RGB pixels of carrier frame and (b) example of
embedding of bits using hash function

The embedding positions of the eight bits within four (4) bits of LSB is obtained using a hash
function of the form,

k p%on = (D

where, k is LSB bit position within the pixel, p represents the position of each hidden image
pixel and n is number of bits of LSB which is 4 for the present case.

The bits are distributed randomly during fabrication which increases the robustness of the
technique compared to other LSB based techniques [5, 6]. After concealing data in multiple
frames of the carrier video, frames are then grouped together to form a stego video, which is
now an embedded video to be, used as normal sequence of streaming.

The intended user follows the reverse steps to decode the secret data. During decoding the setgo
video is again broken into frames after reading the header information. Using the same hash the
data of the secret message is regenerated. The extracted stream of the secret information is used
to authenticate the video. The algorithm of the proposed technique has been outlined in section
3.
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3. ALGORITHM OF HLSB WITH AN APPLICATION

The proposed algorithm, both for encoding and decoding along with application are given in
this section. Encoding technique is given in section 3.1 whereas decoding technique is given in
section 3.2. Application of the proposed technique is given in section 3.3.

3.1. Algorithm of Encoding

Step 1: Input cover video file or stream.

Step 2: Read required information of the cover video. Step 3: Break the video into frames.
Step 4: Find 4 LSB bits of each RGB pixels of the cover frame.

Step 5: Obtain the position for embedding the secret data using hash function given in equation
1.

Step 6: Embed the eight bits of the secret image into 4 bits of LSB of RGB pixels of the cover
frame in the order of 3, 3, 2 respectively using the position obtained from step 5.

Step 7: Regenerate video frames.

3.2. Algorithm of Decoding

Step 1: Input stego video file or stream.

Step 2: Read required information from the stego video. Step 3: Break the video into frames.
Step 4: Find 4 LSB bits of each RGB pixels of the stego frame.

Step 5: Obtain the position of embedded bits of the secret data using hash function given in
equation 1.

Step 6: Retrieve the bits using these positions in the order of 3, 3, 2 respectively. Step 7:
Reconstruct the secret information.
Step 8: Regenerate video frames.

3.3. Application of HLSB technique

An application of the proposed algorithm with a test video (drop.avi) has been shown in figure
3. It shows a carrier video (drop.avi) and a secret image (message.png) and after steganography
the output stego file is as given in drop-s.avi. On decoding the secret message (message.png) is
obtained back without any loss or noise. The quality of the secret data can be analyzed by using
the Peak Signal to Noise Ratio (PSNR) value of original secret image and image. The value of
Mean Square Error (MSE) comes infinity (o0), meaning that the two images are identical.

41



International Journal of Security, Privacy and Trust Management ( [JSPTM), Vol.1, No.1, February 2012

R | Wi alenll, ponam, far'uias tewsiie,
1, bl g o’y Wiy v’
T wesee v adw s o bty
- W rubng brally
v b b s o e,

" Wi Fenag fll e
Ty 'y somy mar's domvmscy
b Yoy ool aas, Foniel e aly'es, tal Ben gy oy,
Sy b 1] spmor Wh Bae? ot i B N o
Wl wulm hasa igrile A e e w ) e
A By pook, e o P 50w g,
et 1 ot b,

A ewm i

Ty wss o bt 0, A R
Wty w i e e’
A’ maerg o, 19 g e
0 Ireguge peav

An'bledt Deuerten wr'y snan
Sk el o lam’

secref message
message.png

original cover video
drop.avi

using HLSE

stego video
drop-s.avi

Figure 3. Application of the proposed HLSB technique

4. RESULTS AND PERFORMANCE EVALUATION

Any Steganography technique is characterized mainly by two attributes, imperceptibility and
capacity. Imperceptibility means the embedded data must be imperceptible to the observer
(perceptual invisibility) and computer analysis (statistical invisibility). The performance of the
proposed technique is evaluated using three different video streams (drop.avi, flame.avi and
american football.avi) and one secret data (message.png).

The perceptual imperceptibility of the embedded data is indicated by comparing the original
image or video to its stego counterpart so that their visual differences, if any, can be determined.
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Additionally, as an objective measure, the Mean squared Error (MSE), Peak Signal to Noise Ratio
(PSNR) and Image Fidelity (IF) between the stego frame and its corresponding cover frame are
studied. The quantities are given as below,

L0 2
H* > (PG, j)— SGJ) 2
=i 1

MSE

where, MSE is Mean Square error, H and W are height width and P(i,j) represents original
frame and S(i,j) represents corresponding stego frame.

2

PSNR 0 log (3)

10 MSE

where, PSNR is peak signal to noise ratio, L is peak signal level for a grey scale image it is
taken as 255.

Maximum payload (bits per byte/bpb) for the technique has also been obtained i.e. maximum
amount of data that can be embedded into the cover image without losing the fidelity of the
original image. In the proposed scheme eight bits of data are embedded in 3 pixels of the cover
frame.

The cover file video details are given in Table 1 and results are tabulated in Table 2.

Table 1. Cover Video File details.

S.No |Cover video file information Secret message
Name of Resolution | Frame [No. of Resolution W, *H;
video file (W*H) /sec.  [frames

01 drop.avi 256 *240 30 182 640 * 480

02 american 176 * 184 30 455
football.avi

03 flame.avi 256 * 240 30 294

Table 2. Results obtained from HLSB and LSB techniques

the video file Results obtained using HLSB Results obtained using LSB
PSNR  |Avg. IF | Payload PSNR Avg. [IF Payload
SE (bpB) SE (bpB)
drop.avi 44.34 0.34 023 [2.66 48.56  10.42 032 |1
lamerican football.avi $45.67 0.34 025 .66 52.34 0.52 0.34 1
flame.avi 42.66 0.34 0.35 [2.66 48.56  10.38 0.38 |1
5. CONCLUSION

A secured hash based LSB technique for video steganography has been presented in this paper.
This technique utilizes cover video files in spatial domain to conceal the presence of sensitive
data regardless of its format. Performance analysis of the proposed technique after comparison
with LSB technique is quite encouraging. A software based Steganographic Engine for video
steganography is the future scope of the technique.
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