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ABSTRACT 
 

Ubiquitous Computing uses mobile phones or tiny devices for application development with sensors 

embedded in mobile phones. The information generated by these devices is a big task in collection and 

storage. For further, the data transmission to the intended destination is delay tolerant. In this paper, we 

made an attempt to propose a new security algorithm for providing security to Pervasive Computing 

Environment (PCE) system using Public-key Encryption (PKE) algorithm, Biometric Security (BS) 

algorithm and Visual Cryptography Scheme (VCS) algorithm.  In the proposed PCE monitoring system it 

automates various home appliances using VCS and also provides security against intrusion using Zigbee 

IEEE 802.15.4 based Sensor Network, GSM and Wi-Fi networks are embedded through a standard Home 

gateway. 
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1. INTRODUCTION 
 

Many approaches to design the user interfaces such as Interaction Design, User Experience 

Design (UX), Interactive Systems Design, Cognitive Ergonomics, Man-Machine Interface 

(MMI), User Interface Design (UI), Human Factors, Cognitive Task Design, Information 

Architecture (IA), Software Product Design, Usability Engineering, User-Centered Design (UCD) 

and Computer Supported Collaborative Work (CSCW).  The PCE are getting saturated with 

computing and communication capability, and integrated with human users.  The researchers 

proposed number of security systems based on new technologies such as GSM (Global System 

for Mobile Communication)[1], GPRS (General Packet Radio Service), Internet, Ubiquitous 

sensor networks and Microcontroller unit and ZigBee sensor network[5].  The PCE created by the 

smart Sensors [3], wireless networks and context-aware routing protocol for wireless sensor 

networks. Each smart Sensor node should have multipath routing protocol to automatically 

establish the wireless networks between Smart Nodes. This paper introduces the pervasive 

computing based smart home monitoring system‟s  using VCS design; that provides secure smart 

services to users and demonstrates its implementation using a real time environment. 

 

The general Biometric system [3-5] is described in figure 1.  As its foresights are Authentication 

has to be transparent, Trusted third party may not be available, Traditional key based systems will 

not scale well, Trust based models work well with devices and agents, and Trust is not well 

defined for human user. The advantages of biometrics are Uniqueness, No need to remember 

passwords or carry tokens, Biometrics cannot be lost, stolen or forgotten, More secure than a long 
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password, Solves repudiation problem, and Not susceptible to traditional attacks.  The issues are 

Biometrics is secure but not secret, permanently associated with user, used across multiple 

applications, and can be covertly captured.  Examples for Biometrics are 1. Physical Biometrics – 

Fingerprint, Hand Geometry Iris patterns. 2. Behavioral Biometrics – Handwriting, Signature, 

Speech, Gait.  3. Chemical/Biological Biometrics – Perspiration, Skin composition 

(spectroscopy).  The Hashing technique is implemented using Biometric as shown in figure2. 

 
 

 
  

 
 

Now a days mobile computing with tiny devices has been explored very much rapidly [10–15]. 

The pollution monitoring application using Cell-Phone-based Sensor Network (CPSN) developed 
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in [16] uses short-range communication outlets such as Wi-Fi or Bluetooth. In this paper, we 

consider the same CPSN architecture as of [16] shown in following Figure 3. 

 
Figure 3: Cell-phone-based sensor network. 

 

VCS is a method for distributing a secret among a group of participants. Each Participant is given 

a share of the secret. The secret can only be reconstructed when the shares are combined together. 

Any individual participant cannot recover the secret on his/her own. In secret sharing scheme, let 

there are „n‟ participants. Each participant gets a share in such a way that any group of „t‟ or more 

participants can together reconstruct the secret but no group of less than „t‟ participants can 

recover the secret. Such a system is called a (t, n) – threshold scheme, where „t‟ is the threshold.  

In (t, n) visual cryptographic schemes, a secret image (text or picture) is encrypted into „n‟ shares, 

which are distributed among „n‟ participants. The image cannot be decoded from any (t–1) or 

fewer shares but any„t‟ or more participants can together decode it visually, without using any 

complex decoding mechanism shown in following figure 4. Naor and Shamir [22] first proposed 

the concept of visual cryptography in the open literature in 1994.  

 

In this proposal, an image consisting of text, drawings etc. are encrypted and the resultant into 

two images. These images are given to two different parties as shares. Decryption is possible only 

when having both of them together. These shares are stored on transparencies and the process of 

decryption begins with stacking these two transparencies together on the overhead projector. In 

1995, Blakely introduced the concept of Visual Cryptography Schemes (VCS) by considering 

each share is a plane and the secret is the point at which three shares intersect. Two shares out of 

three are insufficient to determine the secret. This scheme is less efficient than Shamir‟s scheme 

because the shares are „t‟ times larger where „t‟ is threshold. 

 

 
 

Figure 4: VCS image 
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The Existing System 
 

There are many definitions available in the literature.  

 

1. Describes a system using Internet, GSM and Speech Recognition. In this system the 

home gateway is connected via Internet and it needs a Personal Computer (PC). To work 

with PC for longer time is very hard and it consumes power. 

 

2. Describes a Java enabled mobile system. The research proposes an embedded home 

server but it is required an Internet connectivity for GPRS.  The mobile systems are 

directly connected to processors via cables; this causes increasing the cost and also 

required typical installation process.  Once this system is installed successfully then it 

becomes permanent network, and it is not easy to change the geographical location from 

one to other place. 

 

3. Describes a Bluetooth system, it consists of a primary controller and sub-controllers, 

these sub-controller are enabled by Bluetooth. Every home applicance is directly 

connected to a local sub-controller. The home devices communicate with their 

corresponding sub-controller using wired communications. The communication is done 

sub-controller to primary controller via wireless communications. It is mandatory that 

evry home appliance is directly connected to a Bluetooth module.  

 

4. The Biometric describes as; it is secure but not secret, permanently associated with user, 

used across multiple applications, and can be covertly captured.  The types of 

circumventions may be Denial of service attacks, Fake biometrics attack, Replay and 

Spoof attacks, Trojan horse attacks, Back end attacks and Collusion & Coercion. 

 

Features of the Proposed System 
 

The proposed system is a combination of Internet, GSM, BAN and Zigbee.  The connection and 

communication of sensors is done by Zigbee and to cover these sensors of a large space is done 

through GSM. The proposed system provides reliable, secure, and anywhere access. To 

transmitting the information to control panel the sensors uses wireless Zigbee. The control panel 

controls the operation of this system and it acts like a gateway of home. This model uses the 

wireless controlling methods such as, GSM Networks, Internet, Zigbee Sensor Network. It also 

provides confidential and authentication credentials through VCS to maintain secure and secrecy 

by a three step procedure explained in the proposed algorithm. 

 

2. SYSTEM ARCHITECTURE  
 

The following figure 5 explains about conceptual design of pervasive computing high secured 

home system. The network has low speed data and high speed data rate; ZigBee is used for low 

speed data and Wi-Fi is used for high speed data rate.  A home gateway is used to provide 

interoperability between the heterogeneous Zigbee and Wi-Fi networks. It also provides local and 

remote control, and monitoring over the home‟s devices. Remote users can access the system 

using the Internet. The remote user‟s can do communicates the data in the form of cryptographic 

secret sharing scheme via MMS over an Internet until they reach the home network. Then the 

PCE uses wireless transmission using the homes Wi-Fi network to the Home Gateway. 
 



International Journal of UbiComp (IJU), Vol.6, No.2, April 2015 

 

17 

 

 
 

3. SYSTEM IMPLEMENTATION 
 

As depicted above the PCE based smart home system is implemented for the perceiving and 

control of household devices. To facilitate high data rate a Wi-Fi network is implemented in 

connect with PCE devices. The interoperability is provided via home gateway. The gateway 

provides an interface to user to access local and remote networks. The existing system PCE 

provided security and safety of the smart home environment. To demonstrate the feasibility and 

effectiveness of the proposed system for smart devices, a light switch, smart fan, smart sensors, 

GSM networks and ZigBee remote control system have been developed and integrated with the 

smart home automation system. 

 

Security  
 

The privacy is very less in the existing home automation system. So we proposed an algorithm 

Smart Secure Hash Algorithm (SSHA) for Smart Home System using by pervasive computing 

technologies. 

 

Smart Secure Hash Algorithm 
 

Security is considered as a major issue when it comes to a smart home system with the pervasive 

computing environment. The proposed algorithm Smart Secure Hash Algorithm (SSHA) used in 

smart home system and it works as follows: 

 

1. Start the Digital Door Lock System.  

2. Use the physical biometric measurement (Fingerprint or Iris pattern or Hand 

Geometry) to read the data/image of a secured person through Smart Sensor. 

3. The captured Biometric image will now check and match the image which is already 

stored in the database engine. 

4. If the image matches with the database image then 

 

a. Obtain SMS based one time password/random number to mobile phone from 

an authorized person. (Confidentiality) 
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b. The database engine now will combine that captured biometric image and the 

one time password and construct a (2, n) VCS data by using SHA, 

Biometrics security algorithm and Visual Cryptography Secret Sharing 

Scheme. (Authentication) 

c. The constructed (2, n) VCS code is now sent to the database and compared 

with the image of database. (Authentication) 

d. If it matches then  

The door will be opened  

else  

The error message will be displayed. 

Else 

The error message will be displayed. 

 

5. If the Digital Door opens then all Smart Sensors and GSM module will be activated; 

and will be allowed to control the home appliances of Pervasive Computing 

Environment. Otherwise the defect sensor determines that who is not an authorized 

person. 

6. Once GSM system is activated a customized message will be sent to all the 

connected users of the database. For example, “Mark Weiser is opened the door at 

6.30 pm” 

7. If the person entered inside home is not secured then a hidden camera is activated by 

human defect sensors, it captures a MMS image and sent the same to the connected 

database users. Immediately the secured user will have to lock the door remotely by 

availing the SMS service. 

 

4. CONCLUSION 
 

In this paper, we made an attempt to propose a new security algorithm for providing 

confidentiality and authentication credentials in Pervasive Computing Environment (PCE) system 

using Public-key Encryption (PKE) algorithm, Biometric Security (BS) algorithm and Visual 

Cryptography Scheme (VCS) algorithm.  In the proposed PCE monitoring system it automates 

various home appliances using VCS and also provides security against intrusion using Zigbee 

IEEE 802.15.4 based Sensor Network, GSM and Wi-Fi networks are embedded through a 

standard Home gateway. 
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