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ABSTRACT 
 
In this paper, a fragile watermarking technique based on Binomial transform (BT) has been proposed for 

color image authentication (BTIA). An initial adjustment is applied to adjust the pixel values. The Binomial 

transform (BT) is applied to convert each pair of pixel components into transform domain in row major 

order. Two bits of the authenticating watermarks, starting from the least significant bit position are 

embedded into each component of transformed pair.  A post-embedding adjustment has also been 

incorporated to keep the embedded component values closest to the original without hampering the 

embedded watermark bits. The inverse Binomial transform (IBT) is applied on each adjusted pair to re-

generate the pixel components which successively produce the watermarked image. At the receiving end, 

the whole watermark can be extracted by the reverse procedure which can be verified for authentication by 

obtaining a message digest. Experimental results conform that the proposed technique offers a higher 

payload and PSNR over existing techniques [7, 9]. 
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1. INTRODUCTION 

 
Security of digital information in the form of text, audio, video etc. is become an important issue 
for today’s world. Digital media can be protected through different schemes like cryptography, 
steganography, watermarking etc. Digital watermarking is an idea of fabricating secret 
information into the carrier/cover media such as image, audio and video etc. for ownership 
evidence, fingerprinting, authentication and integrity verification. The objective of this paper is to 
authenticate a carrier image through a fragile watermarking technique where Binomial transform 
has been introduced for embedding purpose.  
 
Various transformations are applied on the carrier image to convert it from spatial domain into 
transform domain for authentication. Some popular transform domain technique includes 
Quaternion Fourier Transformation (QFT) [1], discrete cosine transformation (DCT) [2], discrete 
wavelet transformation (DWT) [3], or discrete Fourier transform (DFT) [4] based watermarking 
where the transformed components are used to fabricate the secret data. Transformed components 
are modified slightly to embed the secret data while the watermarked image can be obtained by 
applying the respective inverse transformation on the modified components. 



The International Journal of Multimedia & Its Applications (IJMA) Vol.5, No.4, August 2013 

68 

The effectiveness of various watermarking techniques can be measured in terms of payload, peak 
signal to noise ratio and image fidelity etc. In this regard, the Binomial transform [5-6] is an 
excellent choice for embedding watermark information. In [7], a Binomial transform based fragile 
watermarking technique is applied on each 2 x 2 image block where a 128 bit message digest is 
used for authentication purpose. The existing method [7] can be improvised by applying the 
Binomial transform on a pair of pixel components instead over a 2 x 2 pixel block. As a result, the 
payload can be enhanced significantly and the quality degradation becomes minimal. On 
embedding authenticating watermark (message/image) bits, inverse Binomial transformation is 
applied to re-generate the watermarked image in spatial domain. 
 
The binomial transform (BT) is applied on pixel components {an} to generate transformed 
components {sn} using equation (1). 
 

                                                                                                   (1) 
 
Similarly, the inverse Binomial transform (IBT) is used to convert back the transformed 
components into pixel domain using equation (2). 
 

                                                                                                   (2) 
 
The main objective of proposed technique emphasizes on color image authentication by 
protecting secret watermark. The message digest MD (which is generated from watermark data) 
is used for authentication by verifying the integrity of the carrier image. 
 
Section 2 and 3 of the paper discussed the formulation of the Binomial transform for a pair of 
pixel components and the proposed technique. Results, comparison and analysis are given in 
section 4. Conclusions are drawn in section 5. References are given at end. 
 

2.TRANSFORMATION TECHNIQUES  

 
The formulation can be derived by transforming each pair of pixel components (ai, ai+1) into a pair 
of transformed components (si, si+1) using the Binomial transform (BT) given in equation (3). 
 
                                                 si = ai 
                                                     si+1 = ai - ai+1                                                                           (3)   
 
where si  and si+1 represents the pair of transformed components corresponding to the pixel 
components ai and ai+1. 

 

 
Similarly, by applying the inverse Binomial transform (IBT), each pair of transformed 
components (si, si+1) are converted back into the spatial domain which consists of pixel 
components ai and ai+1 as per equation (4). 
 
                                                 ai = si 
                                                     ai+1 = si - si+1                                                                           (4) 
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3. PROPOSED TECHNIQUE 

 
In this paper, a novel watermarking technique has been proposed based on the Binomial 
transform (BT) for color images. A message digests (MD), content of the watermark and the 
watermark size are embedded using the proposed technique. Each pair of pixel components of the 
carrier image is pre-processed for an initial adjustment, if necessary. The initial adjustment sets a 
new upper limit (i.e., 248) and a lower limit (i.e., 8) for a pixel component. This pre-embedding 
pixel adjustment strategy ensures that the pixel values on embedding the watermark must lie 
within the valid range (0 ≤ p ≤ 255). The Binomial transform (BT) is used to convert each pair of 
pixel components into transformed components in row major order. Each component of a 
transformed pair is capable of hiding two bits of the authenticating watermark starting from the 
least significant bit position (LSB-0). A post-embedding adjustment has been incorporated to 
keep the embedded transformed components closest to the original without hampering the 
fabricated watermark bits. The inverse Binomial transform (IBT) is applied on each adjusted 
components to produce the watermarked image in spatial domain. This process is continued till 
the last pixel pair of the carrier/cover image in a row major order. The authorized recipient 
extracts the watermark from the watermarked image through reverse process and new message 
digest (MD') are obtained from the extracted watermark bits. The same is compared with 
extracted message digests (MD) at the destination end for authentication.  
 
Consider three pairs of pixel components corresponding to red, green and blue channels from a 
given cover/carrier image. Binomial transform (BT) is applied on each pair of pixel components 
to convert it into transformed components. Let, the three pair of pixel components are R1, G1 and 
B1. The steps are as follows: 
 
R1={164,63}, G1={253,57}, B1={71,5} 

 

On initial adjustment, the pairs of pixel components become: 
 

R1={164,63}, G1={248,57}, B1={71,8} 

 
      Applying Binomial transforms (BT) on each pair of pixel components, the obtained pairs of 
transformed components are as here under: 
 
TR1={164,101}, TG1={248,191}, TB1={71,63} 

 
      Now, if we embed the binary stream of 010001110100 using the proposed technique, the 
embedded components pairs becomes: 
  
ETR1={165,100}, ETG1={249,191}, ETB1={69,60} 

 
      The transformed adjustment method ensures that the bits which are not taking part in 
embedding can form a set of patterns of 0’s and 1’s followed by the fabricated bits. Consequently, 
the value closest to the original transformed component is chosen from all the possible 
combinations. So, after adjusted components are as here under: 
 
AETR1={165,100}, AETG1={249,191}, AETB1={69,64} 

 
      Again, by applying inverse Binomial transform (IBT) on each pair of transformed 
components, the obtained pairs of pixel components are as shown below: 
 
 F-1

AETR1={165,65}, F
-1

AETG1={249,58}, F
-1

AETB1={69,5} 
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The process of embedding is repeated for each pair of pixel components and continued till the end 
of authenticating watermark bits. This section has been categorized into two parts namely the 
algorithm for insertion and the algorithm for extraction. 
 

 3.1. Insertion 
 
Initially, each pixel component pair are pre-adjusted, if necessary and then converted into the pair 
of transformed components corresponding to red, green and blue channels based on Binomial 
transforms (BT). Each transformed component (R/G/B) can fabricate two bits at the least two 
significant bit positions (LSB-0 and LSB-1). A post-embedded processing has been incorporated 
to adjust the transformed components without hampering the embedded bits. Inverse Binomial 
transform (IBT) converts each pair of embedded as well as adjusted components into the pair of 
pixel components which in succession produces the final watermarked image. 
 

Algorithm: 
 

Input: The 128 bits message digest MD derived from the authenticating watermark, the 
carrier/cover image (I) and an authenticating watermark (message/image). 
 
Output: The watermarked image (I′). 
 
Methods: The Binomial transform (BT) is used to fabricate the watermark (along with a message 
digest) into the carrier images by converting the image from spatial domain into transform 
domain. Embedding bits in transform domain offers high robustness and improved security. The 
detailed steps of embedding are as follows: 
 

Steps: 

 
1) A 128 bits message digest (MD) is obtained from the watermark to authenticate a color 

image. 
2) The size of the authenticating watermark (L) can be expressed by equation (5).  

 
                                    Wsize=[2 × {3 × (m × n)} – (MD + L)]                                                 (5) 

 
      where, the number of bits embedded per byte is 2, MD and L are the message digest 
and dimension of the authenticating watermark for the m x n color image. The dimension 

L consists of 32 bits of which 16 bits for width and remaining 16 bits for height. 
3) Read authenticating watermark message/image and perform the operations given 

below: 
• The carrier/host image (I) is partitioned into pair of pixel components namely pj, 

pi+1 in row major order. 

• For each channel (Red/Green/Blue), reset the upper and lower limit of pixel 
component (pc) to retain the value positive and less than, or equal to 255 before 
embedding watermark bits. That means, 

p
c
 ={248: p

c
 ≥ 248

 

                                                            
= | 8: p

c
 ≤ 8                                       (6)

 

• Apply Binomial transform (BT) on each pair of pixel components to generate 
transformed components pair consisting of components fi and fi+1.  
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• Two bits of the authenticating watermark size, content and the message digests 
are embedded in each transformed component of every transformed pair 
starting from the least significant bit position (i.e., LSB-0). 

       [Embed authenticating watermark bits as per the above rules.] 

• An adjustment has been incorporated to get transformed components closest to 
the original without hampering the embedded bits. The adjustment has been 
done by altering left most (T-3) bits followed by choosing the embedded 
component value closest to the original one where T is the total number of bits 
used to represent an embedded component. 

• Apply inverse Binomial transform (IBT) on each pair of adjusted components 
to re-generate the pixel components pair in spatial domain. 

4) Repeat step 3 until and unless the whole authenticating watermark size, content and the 

message digest MD is embedded. Successive pair of fabricated pixel pair produces the 
watermarked image (I′). 

5) Stop. 
 

3.2. Extraction 

 
The authenticated watermarked image is received in spatial domain. The Binomial transform 
(BT) converts each pair of pixel components into transformed components. The watermark size, 
contents and the embedded message digests (MD) are extracted from each transformed 
component. A new message digest (MD') has been obtained from the extracted watermark which 
in turn compared with the extracted message digests (MD) for authentication.  
 

Algorithm: 
 

Input: The watermarked image (I′) in spatial domain. 
 

Output: The authenticating watermark image (W) and the message digest. 
 
Methods: The Binomial transform (BT) is used to extract the watermark (along with a message 
digest) from the watermarked image by converting the image from spatial domain to transform 
domain. Successive extracted bits forms the watermark data and generate a message digest which 
in turn used for authentication. The detailed steps of extraction are as follows: 
 
Steps: 

 
1) The watermarked image (I') is partitioned into pair of pixel components namely pj, pi+1 in 

row major order. 
2) Read each pair of transformed components and do the following operations: 

• Apply Binomial transform (BT) on a pair of pixel components corresponding of 
Red/Green/Blue channel, to generate transformed components pair consisting of 
transformed components fi and fi+1. 

• Two bits of the authenticating watermark size, content and the message digests 
are extracted from each transformed component of every transformed pair 
starting from the LSB-0.  

       [Extract authenticating message/image bit as per the above rules.] 

• For each 8 (eight) bits extraction, it constructs one alphabet/one primary (R/G/B) 
color component. 

• Apply inverse Binomial transform (IBT) on each pair of transformed components 
to convert back it into the spatial domain.  

3) Repeat step 1 and 2 to complete decoding as per the size of the authenticating watermark. 
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4) Obtain 128 bits message digest MD′ from the extracted watermark. Compare MD′ with 
extracted MD. If both are same then the image is authorized, else unauthorized. 

5) Stop. 
 

4. RESULTS, COMPARISON AND ANALYSIS 
 
Five different carrier/cover images [8] of dimension 512 × 512 are taken to incorporate the gold 
coin (i.e. the authenticating watermark image). Images are labelled as: (i) Lena, (ii) Baboon, (iii) 
Pepper, (iv) Earth and (v) Sailboat. On embedding the Gold-Coin image of (vi), the newly 
generated watermarked image produces a good visual clarity and huge payload.  
 

 
(i) Lena 

 
(ii) Baboon 

 
(iii) Pepper 

 
(iv) Earth 

 
(v) Sailboat 

 
 
(vi) Gold Coin 

 
Figure 1. Different cover/carrier images of dimension 512 × 512 along with the watermark 

 
It is seen from table 1 that the watermarked image has a peak to signal noise ratio (PSNR) of 
around 42 dB in average case whereas the bits per byte (bpB) for a given carrier image is 2. 
Table 1. Results of embedding of 195638 bytes of information into each carrier image of 
dimension 512 x 512 

 
Carrier Image Max. Payload 

(byte) 

PSNR 

 

IF 

 

bpB 

 

Lena 196608 42.46 0.9998 2 

Baboon 196608 42.46 0.9998 2 

Pepper 196608 40.18 0.9995 2 

Earth 196608 42.49 0.9998 2 

Sailboat 196608 42.14 0.9998 2 

AVG 196608 41.94 0.9997 2 

      
 Again, it is seen from table 2 that the PSNR and payload has been significantly improved in our 
proposed technique over the Mandal and Ghosal’s existing technique [7] and Varsaki et al.’s [9] 
method. 
 
Table 2. Comparison of bpB and PSNR for proposed technique over Mandal and Ghosal’s [7] method and 

Varsaki et. Al’s [9] method 

 
Carrier 

Images 

Varsaki et al.’s 

Method [9] 

Mandal and Ghosal’s 

technique [7] 

Proposed Technique 

bpB 

(bits per 

byte) 

PSNR 

(dB) 

bpB 

(bits per 

byte) 

PSNR 

(dB) 

bpB 

(bits per 

byte) 

PSNR 

 (dB) 

Lena 0.25 39.70 1.5 41.40 2 42.46 

Baboon 0.25 30.69 1.5 42.05 2 42.46 
Sailboat 0.25 35.28 1.5 41.67 2 42.14 

AVG 0.25 35.22 1.5 41.70 2 42.35 
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 The standard deviation analysis for varying sizes over the ’Lena’ image is shown in figure 2. It 
ensures that the change made into the watermarked image using our proposed technique is really 
very minimal and almost identical to the original image. 

Standard deviation analysis for'Lena' image using Mandal and 

Ghosal's method [7] and the proposed method 
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Figure 2: Comparison of standard deviation between source and watermarked ‘Lena’ image using Mandal 
and Ghosal’s method [7] and the proposed technique 

 
In this authentication system, the recipient operate the authentication process by matching the 
extracted message digest MD with the newly generated message digest MD', where MD' can be 
obtained from the extracted watermark image. If the extracted message digest MD matches with 
the newly generated message digest MD', then the authentication process is said to be successful, 
otherwise, it is unauthorized. 
 
The PSNR (Peak Signal to Noise Ratio) and NCC (Normalized Cross-correlation) values are 
obtained from the watermarked images which is seen from table 3 by introducing attacks namely 
‘Median Filtering’, ‘Speckle Noise’ and ‘Salt & Pepper Noise’. It also ensures that the qualities of 
attacked watermarked images are still well perceptible but the message digest ensures that it is 
tampered. 

 
Table 3. Comparison of PSNR and NCC values of the watermarked images under different kind of attacks 

 
Water-

marked  

Images 

PSNR  NCC PSNR  NCC PSNR  NCC PSNR  NCC 

Before 

attack 

After Median 

Filtering attack  

( 3 x 3 

neighbourhood) 

After Speckle 

Noise attack 

(Variance = 

0.001) 

After Salt & 

Pepper Noise  

attack (Noise 

Density=0.001) 

Lena 42.46 0.9998 33.56 0.9968 34.38 0.9988 34.75 0.9987 

Pepper 40.18 0.9995 31.56 0.9941 34.50 0.9985 33.82 0.9978 
Sailboat 42.14 0.9998 28.49 0.9948 34.33 0.9988 34.49 0.9988 

 

5. CONCLUSION 

 
The proposed technique is an image authentication process in transform domain to enhance the 
security compared to the existing algorithm. Authentication is done by embedding watermark 
data in a carrier image. Using the technique two bits can be embedded in transformed 
components. Experimental results conform that the proposed algorithm performs better than 
existing techniques [7, 9]. 
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