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ABSTRACT

During interactions between organizations in the field of service-oriented architecture, some security
requirements may change and new security policies addressed. Security requirements and capabilities of
Web services are defined as security policies. The purpose of this paper is reconciliation of dynamic
security policies and to explore the possibility of requirements of the new defined security policies.

During the process of applying the defined dynamic policy, is checked whether the service provider can
accept the new policy or not. Therefore, the compatibility between existing policies and new defined
policies are checked, and because the available algorithms for sharing between the two policies, resulted in
duplication and contradictory assertion, in this paper for providing a compromise between the provided
policy and the new policy, the fuzzy inference method mamdany is used . and by comparing the security
level of proposed policy with the specified functionality, the negotiating procedure is done . The difference
between the work done in this paper and previous works is in fuzzy calculation and conclusion for
negotiations. the advantages of thi work is that policies are defined dynamically and applied to bpel , also
can be changed independently of bpel file.
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1. INTRODUCTION

In genera, to determine which web service is appropriate for a specific application, functiona
capabilities should be adapt able with functional requirements and aso non-functional capabilities
in Web service should meet non-functiona requirements. Consumer and provider of Web
services, define their requirements and security policies as XML files named ws-policy. WS-
policy provides a basic structure to describe a wide range of requirements and capabilities of Web
services. In this paper, the changes are security changes and while applying new policies to
processes, check whether the service provider will be accept the new policy or not.

In part 2, the structure of policiesis defined. In part 3, the framework will be described and check
the ability to dynamically negotiate on new policy. If the negotiation success , the new policy
will be dynamically applied. The fuzzy tools of Matlab is used for implementation of proposed
method. Section four presents the conclusions and suggestions for future deals.
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2. WS-POLICY STRUCTURE

WS-Policy (Web Service Policy) is used to describe the quality of servicee WS- Policy, is a
general-purpose model for describing Web service policies, which including blocks to exchange
their policies. WS-Policy defines a policy as a set of alternative which each dternative is a set of
assertions. indeed assertions describe requirements and functionadlities of the Web service.
The main structure of apolicy in the norma formisasfollows:

<wsp:Policy ... >
<wsp:ExactlyOne>
(<wsp:All> ( <Assertion ...> ... </Assertion> )* </wsp:All>)*
</wsp:ExactlyOne>
</wsp:Palicy>

Listing 1 : normal ws-policy structure
The following example represents the normal form of apolicy:

(01) <wsp:Policy

xmlns:sp="http://schemas.xml soap.org/ws/2005/07/securitypolicy
xmlns:wsp="http://schemas.xml soap.org/ws/2004/09/policy" >

(02) <wsp:ExactlyOne>

(03) <wsp:All>

(04)  <sp:Basic256Rsals />

(05) </wsp:All>

06) <wsp:All>

(07)  <sp:TripleDesRsals />

(08) </wsp:All>

(09) </wsp:ExactlyOne>

(210) </wsp:Policy>

Listing 2 : ws-policy example
3. PROBLEM PLAN

In order to provide security during data exchange between the services, should service providers
and requester agree on their capabilities and requirements. The WS-Policy does not offer a
negotiated solution over the web service policies. During interactions between organizations,
some Web Service security requirements may be changed and the new security policy is defined.
In order to dynamically attach policies to bpel and negotiate on the proposed policy, outlined
framework in section 4 is provided.

4 . PROPOSED FRAMEWORK

To attach new policy to BPEL externaly and negotiate on policies, outlined framework in Figure
1 is provided. The proposed policy is attached on the two input files and how to attach is
reflected. Before the change of policy attachment file, a lock is set on policy file to prevent
changes during policy attachment process. Then policies and activities that policies be attached to
are identified and a mapping between the scope's activities and the new corresponding policy is
created. In order to link a defined externa policy with BPEL activities, WS-Policy Attachment
structure is used . Attached files are XML files containing “Applies to” element and, “selector”;
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the child element. The selector is, an XPATH expression to select an activity within bpel scope. It
also contains another element called PolicyReference which includes a reference to a policy. For
example, the proposed policy by the name “ATM_new_Policy” . apply to “createTicket” activity
asfollows:

<wsp: PolicyAttachment
xmins:wsp="http://schemas.xmlsoap.org/ws/policy/”
xmlIns:bpel="http://schemas.xmlsoap.org/ws/business—process/”’>
<wsp:AppliesTo>

<bpat:sel ector>
Ibpel:scope[@name="TicketCreationUnit"]//bpel:invoke[@operation="create Ticket”]
</bpat:selector>

</wsp:AppliesTo>

<wsp:PolicyReference

URI=""http://schemas.xml soap.org/ws/securitypolicy./ATM_new_Policy”/>
</wsp:PolicyAttachment>

Listing 3 : policy attachment

And content of the new policy of ATM_new_Policy are:

<wsp:Palicy
Xmins:wsu = “http://schemas.xmlsoap.org/ws/securitypolicy”
Wsu:ld="ATM_new_Policy”>
<wsp:ExactlyOne>
<wsp:All>
<sp:AlgorithmSuite>
<sp:Basic256/>
</sp:AlgorithmSuite>
<sp: AuthenticationToken>
<gp:UsernameToken/>
</sp: AuthenticationToken >
</wsp:All>
</wsp:ExactlyOne>
</wsp:Poalicy>

Listing 4 ATM_new_Policy

Figure 1 : proposed framework for new policy attachment and negotiation
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Figure 1 : proposed framework for new policy attachment and negotiation

Wewill describe Figure 1 at below:

Analyze: when it turns to perform an bpel activity within the particular bpel scope, searching
begins in the mapping file,to determine whether new policy for proposed activitiy is defined or
not. If the policy is not defined, bpel engine is notified to continue its work. If the new policy is
defined, then it is surveyed that the proposed policy isnew to attach to the activity or is already

applied.

Renegotiate: In this part, fuzzy caculations are done for al aternatives in the proposed policy.
If the security level for at least one aternative is supported by provider, negotiation will be done,

if not ,another supplier isresdlect.

Fuzzy Unit: in order to negotiate for accepting the new policy, the degree of provided security
by the new policy is calculated according to the fuzzy calculations and then compared with

provider's capabilities.

Table 1: Algorithm_Suite

Table 1: Algorithm_Suite

AlgorithmSuite Assigned_number
Basic256 16
Basic192 15
Basic128 14
TipleDes 13

Basic256Rsal5 12

Basic192Rsal5 11

Basic128Rsal5 10

TripleDesRsal5 9

Basi c256Sha256 8
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Basic192Sha256
Basic128Sha256
TripleDesSha256
Basic256Sha256Rsal5
Basic192Sha256Rsal5
Basic128Sha256Rsal5
TripleDesSha256Rsal5
No-algorithm

ORINW~OO(N

Table 2 : AuthenticationToken

AthenticationToken Assigned number
X509T oken
KerberosToken
Saml|Token
Rel Token
SecureConversationT oken
SecurityContextToken
SpnegoContextToken
I ssuedT oken
UsernameToken
No-algorithm

o|r|v[w|s|u|o|~N|o|o]

Table 1 represents a sequence of algorithms and the sequence of tokens are described in Table 2.
Algorithm Suite and Authentication Token are assertion types of policy. The left column of table
1 isfrom the strongest to the weakest algorithm and the left column of table2 is from the strongest
to the weakest authentication token . For example TripleDesSha256Rsal5 and Username Token
are the weakest .[4] For each input variable Algorithm Suite, Authentication Token and security
output variable, fuzzy sets are defined in accordance with membership functions in Figures 2, 3
and 4.

TR vamask 3o hnucy

Figure 2 : algorithmSuite membership function
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Figure 3 : authenticationToken membership function
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Figure 4 :security membership function

Based on fuzzy caculation steps and defined fuzzy rules, output fuzzy calculation, for the
proposed ATM_new_Policy would be accordance with Figure 5.
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Figure 5 : Fuzzy Mamdani method output in Matlab

The final step is to calculate a value corresponding to the security level which is the center of
gravity for the aggregsted area in figure 5. In the example above, as can be seen in Figure 2
Calculated security level is equal to 60. In accordance to obtained number = 60, and the provider
capability for the security policy is defined between 60 and 70, then negotiation will be
performed. In fact, the fuzzy calculations for al new policy aternativesis done and if at least the
security level of one aternative is supported by provider, the negotiation will be done but if the
calculated security level of none of the alternatives is not included in the capability range of
provider, then another provider will be selected.

Enforce policy: After doing the above steps, bpel engine attachment file corresponding to input
attachment file will be modified and during the execution of the corresponding activity in bpd,
the proposed policy will apply. Input attachment will be unlocked to be accessible for future
changes.

5. CONCLUSIONS

WS-policy is used to specify the security features of web services.

In this paper a framework is proposed to attach a new policy to bpel activitiy dynamicaly and
negotiate between requester and provider . Among the advantages that can point for the proposed
framework , isthat external attachment of policiesto bpel distinct the business process logic from
describtion of quality of service . The policies and BPEL files can be changed independently of
each other. In addition, the policies can be changed at runtime. It aso reduces the complexity of
BPEL processes,increase maintainability and changability of bpel processes.
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