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ABSTRACT

The key exchange protocol is one of the most elegant ways of establishing secure communication between
pair of users by using a session key. The passwords are of low entropy, hence the protocol should resist
all types of password guessing attacks. Recently ECC-3PEKE protocol has been proposed by Chang and
Chang. They claimed the protocol is secure, efficient and practical. Unless their claims Yoon and Yoo
presented an Undetectable online password guessing attack on the above protocol. A key recovery attack
was proved on ECC-3PEKE protocol using the Undetectable online password guessing attack proposed
by Yoon and Yon. In the present paper an Impersonation attack on ECC-3PEKE protocol using the
Undetectable online password guessing attack proposed by Yoon and Yon is demonstrated.
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1. INTRODUCTION

A session key can be exchanged between two users by using a key exchange protocol
and assures a secure communication for later sessions. The first practical key exchange protocol
is proposed by Diffie-Hellman [1]. Later improvements are made on this protocol. As it is
simple for the users to remember the passwords, password based key exchange protocol
achieved greater attention. Even though the protocol is simple and efficient, according to Ding
and Horster [2], it should not be vulnerable to any type of off line, undetectable or detectable on
line password guessing attacks, since the passwords are of low-entropy.

In general the password guessing attacks can be divided into three classes and they are listed
below:

* Detectable on-line password guessing attacks: An attacker attempts to use a guessed password
in an on-line transaction. He/She verifies the correctness of his/her guess using the response
from server. A failed guess can be detected and logged by the server.

* Undetectable on-line password guessing attacks: Similar to Detectable on-line password
guessing attack, an attacker tries to verify a password guess in an on-line transaction. However,
a failed guess can not be detected and logged by server, as server is not able to distinguish an
honest request from a malicious one.

* Off-line password guessing attacks: An attacker guesses a password and verifies his/her guess
off-line. No participation of server is required, so the server does not notice the attack.

Bellovin and Merrit proposed Encrypted key exchange protocol [3]. Later many
efficient key exchange protocols based on password have been developed [4, 5, 6, 7, 8].
Recently these two party key exchange protocols are extended to three party, in which, the two
parties initially communicates the passwords with the trusted server securely. Later the server
authenticates the clients when they want to agree upon a session key. Steiner et al proposed
three party protocol[9]. Later Lin etal showed that STW-3 PEKE protocol falls to undetectable
on-line password guessing attack, off-line password guessing attacks and proposed two versions
of improved three party key exchange protocols [10]. Recently Chang and Chang [11] proposed
a novel three party encrypted key exchange protocol (ECC-3PEKE protocol) without server
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public key and claimed the protocol is secure, efficient and practical. Unlike their claims Yoon
and Yoo [12] pointed out an Undetectable password guessing attack on their protocol, in which
one party is able to know the other party’s password and furthermore they presented an
improved version of it to avoid the above attack. A key recovery attack [13] is also proved on
ECC-3PEKE protocol using the Undetectable online password guessing attack proposed by
Yoon and Yoo.

In this paper an impersonation attack on ECC-3 PEKE protocol is proposed using the
Undetectable password guessing attack proposed by Yoon and Yon. A Client B can impersonate
as Client A and communicate with Client C. While C is thinking that it is communicating with
Client A but actually it is communicating with Client B. If a malicious party able to guess the
password of another, then the same malicious party will impersonate as the client (the one
whose password is guessed).

The paper is organized as follows: section 2 briefly reviews the ECC-3PEKE protocol,
section 3 reviews undetectable password guessing attack on ECC-3PEKE protocol. Section 4
describes the impersonation attack on ECC-3PEKE protocol and the concluding remarks are
made in section 5.

2. REVIEW OF ECC-3PEKE PROTOCOL

This section briefly explains the ECC-3PEKE protocol. The notations used in this
protocol are listed below:
A,B : two communication parties
S: the trusted server
ID,, IDg, IDs: the identities of A,B and S, respectively
PW,, PWg: the passwords securely shared by A with S and B
EPW(.):a symmetric encryption scheme with a password PW
T'a, I'g: the random numbers chosen by A and B, respectively
p: a large prime
g : a generator of order p - 1
Ra,Rp,Rs: the random exponents chosen by A,B and S, respectively
Na,Ng :Na=g"*(mod p)and Ng=g"®(mod p)
Fs(.):the one-way trapdoor hash function(TDF) where only S knows the trapdoor
fx(.): the pseudo-random hash function (PRF) indexed by a key K
Kas,Kas: a one time strong keys shared by A with S and B with S, respectively.
The procedure followed in ECC-3 PEKE protocol is given below:

Step 1: A — B : {IDy, IDg, IDs,Epwa(N4a), Fs(ra),fxas (Na)} User A chooses a random integer
number 1, and a random exponent Ry eg Z*, , and then computes N, = gRA and K5 = NARA
.Then, A encrypts N, by using his/her password PW, like Epwa, (N4) and computes two hash
values Fs(rA) and fKAS (NA) Finally, A sends {IDA,IDB,IDs,EPWA(NA), Fs(rA), fKAS (NA) }tO B.

Step2: B — S: {ID,, IDg, IDs,Epwa(Na), Fs(ra), fuas (Na),Epws(Ng), Fs(rg), fkgs (Ng)}. User B
chooses a random integer rg and a random exponent Rg € g Z*,, , and then computes N = gRB
and K, = Ng*® . Then, B encrypts Ng by using his/her password PWjg like Epwg , (Np) and
computes two hash values Fs(rg) and fxag(Ng). Finally, B sends{ID,, IDg, IDs,Epwa(N4), Fs(ra),

fras (Na), Epws(Ng), Fs(rs), fkss (Np)} to S.

Step3: S — B:{ N5"°, fyas(IDa, IDg,Kas,N5®° ), NA®, fips(IDa, IDg,Kgs,NA®® )} Server S
decrypts Epwa(N4) and Epwg(Ng) by using Py, and Pysp to get N, and Ng, respectively. Then, S
gets ra and rg from Fs(ra) and Fs(rg) by using a trap door, respectively. To authenticate A and B,
S computes Kys =N A™ and Kps = Np™ and then verifies fx s (N4) and fxps (Np), respectively. If
successful, S chooses a random exponent Rs er Z*, and then computes NARS and NBRS
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respectively. Finally, S computes two hash values fxas (IDa, IDg, K As,N5®° )kgs (IDA, IDg,Kgs,
NA*%), and sends {Ng**, fxas (IDa, IDg,Kas,Ng** ),NA®® fyps(IDa, IDp,Kps,NA*® )} to B.

Shared Information : ID, , IDg, IDs, p, g, E(.) , Fs(.) , fx (.), Information held by User A : PW,
Information held by User B : PWg , Information held by server S : PW, , PWg

User A User B Server S
Choose nonce ry
Choose R, € RZﬁ
Compute N, €g"*(modp)

Compute K,s €N, (mod p)

{IDa,IDg,IDs,Epwa(Na),Fs(ra),fxas(Na) }

[
»

Choose nonce rg

Choose Rg € rZ,
Compute Ny €g"**(mod p)
Compute Kps€Ng™®(mod p)

{IDA,IDg,IDs,, Epwa(Na),Fs(ra),fxas(Na),Epws(Ng),Fs(rs),fkss(Ng) }
'

Decrypt Epwa(N,) and Epwg(Ng)
Extract r, and rg from Fs(r,) and Fs(rg)
Compute Kxs €N, (mod p)
Compute Kys€Ng™(mod p)
Verify fgas(Na) and fxps(Np)
Choose R € rZ,
Compute NA(mod p) and Np™(mod p)
{N5"* fas(IDa,ID5, K s, N5**),NA" fieps(ID4,IDg, Kis,NA ) }

<
Verify fyps(IDa.IDp,Kps,NA**)

Compute k€ (N,**)*¥(mod p)
{Ng"® ficas(IDAIDg,Krs.N5**),fi(IDg,K) }
Verify fias(IDa,IDp,Kxs.N5"*)
Compute K€ (N5**)*(mod p)
Verity fx(IDg,K)

{fk(IDA,K)}

v

Verity fx(ID,,K)

Figure 1: ECC-3PEKE protocol
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Step 4: B — A: { N5*° | fxas (ID4, IDp Kas,N5®),fi(IDg,K)} By using Kgs = Ng™ , B
authenticates S by checking fgs(ID4, D, Kps,NA® ).If successful, B computes the session key
K = (NARS )RB = gRS RARB and hash value fx(IDg,K), and then sends {NBRS , fkas (IDa,
IDg, K s, N5*), fx(IDg,K)} to A.

Step5: A — B:{fx(ID4,K)} By using Kus = NA™ , A authenticates S by checking fixas (IDa,
IDg,K As,N5®° ). If successful A computes the session key K = (NBRS )RA = gRSRARB,and
authenticates B by checking fx(IDg,K). If authenticates is passed, A computes and sends
fk(IDA,K).

Step 6: B authenticates A by checking fx(ID,K).If successful, B confirms A’s knowledge of
the session key K = g®***R?,
Figure 1 illustrates ECC-3PEKE protocol

3. UNDETECTABLE ONLINE PASSWORD GUESSING ATTACK
ON CHANG AND CHANG PROTOCOL
This section demonstrates the undetectable password guessing attack on Chang-Chang

protocol as proposed by Yoon and Yoo [7] with the assumption of B as malicious party. The
procedure of the above attack is given below:

Stepl: A — B: {IDy, IDg, IDs,Epwa(Na), Fs(ra),fxas (Na)}
Step2: B recordsmessage {ID,, IDg, IDs,Epwa(Nya), Fs(ra), fkas (Na)} from A
Step3: B guesses a password PW,' from password dictionary and gets N’y

Step4: B chooses a random integer ry and then computes Kgs = N’ . Then, B encrypts N'4 by
using his/her password PWB like Epwg (N'4) and computes two hash values Fs(rg) and fxgs (N’
A)-

StepS:.B — S: {ID,, IDg, IDg,Epwa(Na), Fs(ra), fras (Na), Epws(N' 4), Fs(1p), fkgs (N' 4)} B
transmits {ID,, IDg, IDg,Epwa(Na), Fs(ra), fxas (Na),Epws(Np), Fs(rp), fxss (Np)}

Step6: S — B:{ N'ARS , fkas (IDa, IDB,KAS,N'ARS), NARS , fkgs(IDa, IDB,KBS,NARS )} After
receiving the message S can authenticate A and B by verifying fxas (Na) and fxgs (N'a),
respectively. S will compute fyas (IDa, IDg, Ky, N'A%° ) and fxps(IDa, IDg,Kps,NA®® ) to B.

Step7: After receiving the message B simply compares N',*° = N,®5_ If N',®5 = N,*, it follows
that PWA' = PWA.

Figure 2 illustrates Undetectable online password guessing attack on Chang and Chang
protocol.
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Shared Information : ID4 , IDg, IDs, p, g, E(.) , Fs(.) , fx (.), Information held by User A : PW,
Information held by User B : PWg , Information held by server S : PW, , PWg

User A Attacker B Server S

{IDA,IDg,IDg,Epwa(Na),Fs(ra),fxas(Na) }

»

Guess a password PW,’
Decrypt N’y € (D pwa (Na))
Choose nonce rp
Compute Kgs €N’ ,"(mod p)
Encrypt Epwp(N’ )
Compute fxps(N’a) }

{ID,IDg,IDs,,Epwa(NA),Fs(ra),fk as(Na),Epws(Np),Fs(rs),fkps(Np) }
-
Decrypt Epwa(N4) and Epwa(N’ »)
Extract ry and rg from Fg(r,) and Fg(rg)
Compute K,s €N, (mod p)
Compute Kps €N’ s (mod p)
Verify fxas(Na) and fxgs(N°»)
Choose R € rZ,
Compute NS (mod p)and N’ AB(mod p)
{N" A" fieas(ID A, IDg, K s, N 4™%),NA ", ficps(ID,IDp, Ks,Na™) }

<
Verify N’ A =N
If true, then N’ ,=N, and pw’ s=pw,
Otherwise, guess a password pw*,
Decrypt N*, € (D pwa=(Na))
Compute Kgs€N*,®(mod p)
Encrypt Epwg(N*,A)
Compute fxps(N*,)}

{ID ,IDg,IDs, . Epwa(Na), Fs(ra),fx as(Na), Epwe(N*4),Fs(rs).fxns(N*4) }
!

Figure 2: Undetectable online password guessing attack on Chang and Chang protocol
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4. IMPERSONATION ATTACK ON ECC-3PEKE PROTOCOL

Shared Information : ID4 , IDc, IDs, p, g, E(.) , Fs(.) , fk (.), Information held by User B : PW
Information held by User C : PW¢ , Information held by server S : PW, , PW¢

User B User C Server

Choose nonce rp
Choose R, €
Compute N, €g"*(modp)
Compute K,s€N,"(mod p)
B encrypts N, by using password of A i.e. PW,
(this is already obtained as shown in figure 2)
{IDA,ID¢,IDs,Epwa(Na),Fs(ra).fxas(Na) }

[«
»

Choose nonce 1.

Choose R¢ € rZ,
Compute Nc€g*“(mod p)
Compute Kcs €N (mod p)

{IDA,IDc,IDg, Epwa(Na),Fs(ra),fxas(Na),Epwc(Ne),Fs(re),fkcs(Ne) }

(As S believes that A & C wants
to establish a session)
Decrypt Epwa(N4) and Epwc(Nc)
Extract ry and rc from Fg(ra) and Fs(rc)
Compute K,s€N,™(mod p)
Compute Kes €N (mod P)
Verify fxas(Na) and fxcs(Ne)
Choose R € rZ,
Compute NAS(mod p) and N (mod p)
{ N fas(DaIDe, K as,Ne™).Na™ fics(ID A, IDc, Kes,NA™) }
<
Verify fxes(IDaIDe,Kes,NAR)
Compute k€ NAS)R(mod p)
{NC" ficas(ID A, IDc,Kas,Nc™), fi(IDe,K) }
Verify fxas(IDa,IDc,Kas,Nc*)
Compute KEINKHR(mod p)
B uses ID, to make believe that it is A
and computes fx(ID,,K)}
Verify fx(IDc,K)
{fk(IDA,K)}

>

Verity fx(ID,,K)

Figure 3 : Impersonation attack on ECC-3PEKE protocol
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A malicious party B guesses the password of A using Undetectable password guessing
attack as proposed by Yoon and Yoo. B uses the password of A for impersonating A, when A
and C wants to communicate. The following procedure presents the attack in detail.

Step 1: B — C: {ID,, ID¢, IDs, Epwa(Na), Fs(ra), fkas (Na)} User B chooses a random integer
number r, and a random exponent R, egr Z*, , and then computes N = gRA and Kug = N*
.Then, B encrypts N, by using password of A i.e. PW, like Epw, (N) and computes two
hash values Fs(rA) and fKAS (NA) Finally, B sends {IDA,IDB,IDs,EPWA(NA), Fs(rA), fKAS (NA) }tO
C.

Step2: C — S: {ID,, IDc, IDs, Epwa(Na), Fs(ra), fkas (Na), Epwc(Ne), Fs(rc), fkes (Ne)}. User C
chooses a random integer rc and a random exponent R¢ € g Z*; , and then computes N¢ = gRe
and K, = N&¢ . Then, C encrypts Nc by using his/her password PW¢ like Epwe (N¢) and
computes two hash values Fs(rc) and fxcs(Nc). Finally, C sends{ID,, IDc, IDs, Epwa(Na),
Fs(ra), fkas (Na), Epwc(No), Fs(re), fkes (Ne)} to S.

Step3: S — C{ NCRS, fKAs(IDA, IDc, KAs, NCRS ), NCRS, chs(IDA, IDc, Kcs, NARS )} Server S
decrypts Epwa(N4) and Epwc(Nc) by using Pw,a and Pwce (As S believes that A & C wants to
establish a session) to get Ny and N, respectively. Then, S gets ra and rc from Fs(ry) and
Fs(rc) by using a trap door, respectively. To authenticate A and C, S computes Kxs = N, and
Kcs = N and then verifies fxas (Na) and fixes (Ne), respectively. If successful, S chooses a
random exponent Rg e€r Z*, and then computes NA®S and Nc*® respectively. Finally, S
computes two hash values fgas (IDa, IDc,Kas,N& ), fkcs (ID4, IDc,Kcs, NS ), and sends
{NC", fias (IDs, IDc,Kas,Nc"™ ).NA™ fcs(IDa, IDKes,NA* )} to C.

Step 4: C — B: { N&® | fyas (IDa, IDc,Kas,Nc®®), fiIDe,K)}. By using Kes = No&© , C
authenticates S by checking fxcs(IDa, IDc,Kes,NA®S ).If successful, C computes the session key
K = (N,® )€ = gR RARC and hash value fx(IDc,K), and then sends {Nc*° | fxas (IDa,
IDc,Kes, NA®), fr(ID,K)} to B (thinking B as A).

StepS: B — C:{fx(IDs,K)} By using Kas = NA™ , A authenticates S by checking fxas (IDa,
IDc,Kas,Nc® ). If successful B computes the session key K = (NS HRA = gRSRARC and
authenticates C by checking fx(IDc,K). If authentication is passed, B computes and sends
fx(IDA,K) (B uses ID4 to make C believe that it is A).

Step 6: C authenticates A(C is thinking B as A) by checking fx(IDs,K).If successful, C
confirms A’s knowledge of the session key K = g®S**RB,

Figure 3 illustrates impersonation attack on ECC-3PEKE protocol. Similarly impersonation of
the responder works on the same protocol.

5. CONCLUSIONS

Recently Chang and Chang proposed a novel three party simple key exchange protocol.
They claimed the protocol is secure, efficient and practical. Unless their claims Yoon and Yoo,
presented an Undetectable online password guessing attack on the above protocol. A key
recovery attack is also proved on Chang and Chang protocol using the Undetectable online
password guessing attack proposed by Yoon and Yoo. In the similar line, an impersonation of
initiator attack is demonstrated on ECC-3PEKE protocol. An impersonation of the responder
attack also equally applies to the above protocol.
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