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ABSTRACT

Cryptography and Network Security is a difficult subject to understand, mainly because of the complexity of
security protocols and the mathematical rigour required to understand encryption algorithms. Realizing the
need for an interactive visualization tool to facilitate the understanding of cryptographic concepts and
protocols, several tools had been developed. However, these tools cannot be easily adapted to animate
different protocols. The aim of this paper is to propose an interactive visualization tool, called the
Cryptographic Protocol Animator (CPAnim). The tool enables a student to specify a protocol and gain
knowledge about the impact of its behavior. The protocol is specified by using a scenario-based approach
and it is demonstrated as a number of scenes displaying a complete scenario. The effectiveness of this tool
was tested using an empirical evaluation method. The results show that this tool was effective in meeting its
learning objectives.
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1.INTRODUCTION

The visualization and animation approach is increasingly being adopted in Computer Science
education with the promise of enhancing student understanding of complex concepts. Using this
approach, tools were developed using visualization and animation techniques to interactively help
students gain knowledge and acquire skills about a subject. If these tools are exploited efficiently,
they can facilitate the education process, thus minimizing the learning/teaching time for both
lecturers and students.

In the area of network security, fundamental security principles and security practice skills are
both required for a student to understand the subject matter. Instructors have to emphasize both
the theoretical and practical aspects of security. However, this area poses a challenge for
instructors to teach and for students to learn. For this reason, researchers have been eager to
support lectures by offering interactive visualization and animation tools that facilitate student
understanding and shorten the time consumed in long-term teaching [1-8].

DOl : 10.5121/ijnsa.2015.7202 23



International Journal of Network Security & Its Applications (IJINSA) Vol.7, No.2, March 2015

In response to the rising number of security crimes and attacks, specific security courses have
been developed by colleges and universities[9]. Although the Model Curricula for Computing
CC-2008[10] describes a cryptographic algorithm as an elective unit—[10] with topics that include
private and public key cryptography, key exchanges, digital signatures and security protocols—
security experts, including Bishop[11], Hoglund[12] and Howard [13], emphasize the need to
incorporate security into the undergraduate curriculum.

Cryptographic protocols mostly combine both theory and practice[14,15] and as such, interactive
visualization tools are essential [7,8] to support a student’s understanding of the subject matter. In
fact, Adding reality, with the help of realistic images and colors, offers a better chance of
enhancing student understanding of protocol behavior. If objects in the animation can be moved
and transferred around, this would ensure better understanding and knowledge retention [16,17].
This feature is missing in most current interactive visualization tools and the quest for the
appropriate tool is still open to research.

In this paper, we propose an interactive visualization tool called CPAnim which uses visual
images from the real world to reflect the object characteristics. It also describes the protocol
behavior as a scenario to enable students to formalize the given protocol behavior. The tool is
evaluated using an empirical evaluation approach and compared with another chosen tool called a
CrypTool 2 [18] to determine the quality of both tools. The following section describes the most
related works to our paper while section 3 explains the proposed CPAnim tool. Tools evaluation
and results are described in section 4. Section 5 describes the comparison between CrypTool and
CPAnim tools. A discussion of this paper is explained in section 6 and the conclusion is provided
in section 7.

2. RELATED WORK

Researchers have developed various kinds of interactive visualization tools for teaching/learning
cryptographic protocol behaviour and concepts. One of these tools is the Kerberos tool, which
developed for visualizing one specific protocol: Kerberos protocol[19]. Another tool is the
GRACE tool [3], the Game tool [20], GRASP tool [21] and crypTool[22,23]. CrypTool is a
freeware Program with graphical user interface for applying and analyzing cryptographic
algorithms with extensive online help. Literature on related visualization tools, together with
comparisons between them, is available in our papers [24] and [25].

The main goal of this paper is to propose an interactive visualization tool (CPAnim) and to
evaluate quantitatively the effectiveness of this tool and other chosen tool which is CrypTool. For
the purpose of this paper, effectiveness refers to the ability of these tools in enhancing student’s
understanding. This goal is evaluated using an empirical evaluation approach (without animation
vs. animation with CPAnim tool vs. animation with CrypTool tool). We have chosen this tool for
comparison because it covers the most aspects of computer security. With respect to this chosen
tool, the questions are, “Is teaching using interactive visualization tools more effective than
traditional teaching medium?” and "Is teaching using CPAnim tool more effective than CrpTool
tool?".

Various studies have been carried out for evaluating interactive mediums. From the literature, a
study conducted by Kehoe et al.[26] used an interactive animation to teach algorithm animation
and data structure. Their results showed in scores on a post-test used to evaluate the
understanding with 12 students divided into two groups. The results showed that the animation
group significantly outperformed the non animation group. Moreover, Yuan et al.[8] used
Kerberos as an interactive animation tool to teach Kerberos protocol. His results showed in scores
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on pre-post tests used to evaluate the understanding with 16 students. The t-test results show that
the improvement from pre-test to post-test is statistically significant. Hundhausen et al. [27] also
considered 24 experiments used different concept of animation to teach algorithm animation and
data structures. Twenty two of the experiments used post-test or pre-post tests to evaluate the
understanding. Their results are various according to the interactivity of animation.

3. THE PROPOSED CPANIM TOOL

Our objectives of evaluating the CPAnim visualization tool are:

[1] To minimize protocol complexity by separating the mathematical part from the protocol
behavior. A student should feel how the protocol works, thus increasing student's ability to
understand and to gain confidence in accepting more complicated information, as well as to
generate interest to know about other more complex protocol concepts.

[2] To improve student comprehension of cryptographic protocol concepts and behavior.
Animation can make such concepts appear more structured and realistic.

[3] To enhance student understanding of the foundation of cryptographic protocols. This
foundation can be used to better understand modern cryptographic protocol concepts, and how
these protocols work.

[4] To increase student retention of knowledge by providing the same concepts both textually and
visually. Experiencing two different learning approaches to the same subject can improve student
understanding.

The CPAniIm tool provides a high degree of interactivity by enabling these features:

e The ability to “backup” a step to see what just happened and be able to replay it. The CPAnim
tool provides this feature such that each protocol consists of one or more scenes, and each
scene consists of a number of actors and processes. Using the scenario-based approach, it is
possible to backup a protocol scenario in a file and play back this scenario by just re-running
previously executed scenes.

e The possibility to record the contents of visualization by just saving the list of scenes in a file.
Each process is accompanied by a text description that explains and comments on the process
to aid comprehension.

e The capability to be paused at any point, to allow the instructor to answer questions or to
explain a concept.

e The capability to navigate around the different scenes of the visualization.

e Control buttons, such as “Stop”, “Forward” and “Pause” to ensure effective interaction with
the animated learning.

3.1. Example Interaction

This section describes Diffie-Hellman protocol [15]. In this protocol, two parties create a
symmetric session key. Before doing so, they need to choose two numbers, p and g, which do not
need to be confidential. These numbers can be sent through the internet and can be made public.

The steps are as follows:

1. Alice chooses a large random number, X, such that 0=< x <=p-1, and calculates R1= g* mod
p.
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n

Bob chooses another large random number, y, such that 0=< y <=p-1, and calculates R2= ¢’
mod p.

Alice sends R1 to Bob. Note that Alice does not send the value of x; she sends only R1.

Bob sends R2 to Alice. Note that Bob does not send the value of y; he sends only R2.

Alice calculates K=[R2]* mod p.

Bob also calculates K=[R1]" mod p where K is the symmetric key for the

SR

3.2. Visualization of Diffie-Hellman Protocol

In order to visualize the Diffie-Hellman protocol using CPAnim tool, the user has to first select
the two actors (Alice and Bob) designated to run the key agreement protocol. Each actor has a
unique color code (Alice is blue and Bob is brown). Then, the user constructs the scenes by
choosing the processes that are related to the Diffie-Hellman protocol under the process options.
Any generated key has the same color as the creator of this key. For example: Alice’s private and
public keys are blue. Finally, an actor can swap his/her own public keys with those of the other
actor, or get a copy of the public key which belongs to any other actor and combines it with
his/her own private key. The combination of the two keys will result in the generation of a new
secret key (black key). Once generated, the new symmetric key can be used by the actor to
encrypt a message and send it to another actor.

The idea behind the CPAnim visualization of the Diffie-Hellman protocol lies in separating the
mathematical part from the protocol behavior in order to minimize protocol complexity, thereby
making the steps easier to understand. A student should feel how the protocol works, thus
increasing his/her ability to understand it and to gain confidence in accepting more complex
information. Below are the important parts of CPAnim’s Diffie-Hellman protocol demonstration
(Figures 1, 2, 3 and 4).

Alice generates private key

Figure 1. Alice generates her private key
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4. TOOLS EVALUATION

The effectiveness of the CPAnim tool is evaluated using an empirical evaluation method[8,26-28]
and comparing the CPAnim tool against another existing tool, namely CrypTool. Two
experiments were conducted to compare the two tools. The mathematical element of
cryptography is not evaluated in this paper, as our focus is on the visualization and animation of
protocols behaviors. This section defines the tools descriptions including the guidelines for
selecting the chosen tool to be compared with, the subject of the lesson used in the experiments,
and the experiments results.

4.1. CrypTool Description

Cryptool is a freeware Program with graphical user interface for applying and analysing
cryptographic algorithms with extensive online help. It can be understandable without deep
crypto knowledge. It contains nearly all state of the art crypto algorithms with “playful”
introduction to modern and classical cryptography. Learning through CrypTool is almost can be
done by everyone either through the internet or by download and install the tool from the website
(www.cryptool.org). The features of CrypTool include cryptography and cryptanalysis. Both of
them constitute the science of cryptology. Figure 5 shows the main menu of the tool.

C\— CrypTool 2.0 (Beta 10 - Build 5751.1) - Startcenter o | () | B
[ Home Edit Crypto Tutorials O rbout -
NP~
R o - QAO©
- Staricenter Updates  Settings  Help
File [E Bxecute G Vew = Extras &
Qur |- startcenter x | & wizard x |
CRYPtOOL 2
Welcome te CrypToel 2. There are two ways for a quick start: Click on the wizard button in the section “Main Functions” to get a guided tour, or load one of the
pre-defined workflows in the section “Templates” which demonstrate the program functionality in cryptegraphic scenarios.
Main Functions E iL|TempIa19= FiNews

[ There is currently a groug,
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BN
@
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2 | \licit tha affirial CnmTanl 2 wehit, s

7| Show this welcome screen at startup.

Info: 19:46:13:194: CrypTool 2.0.5751.1 started and ready!

Figure 5. CrypTool main menu

In selecting the tool for comparison, two issues had to be considered. The first issue was, “Is the
tool intended for the same type of application?” It may be unfair to compare tools that are specific
to different domains of application, since they may be approaching the matter from different
perspectives. The second issue was, “Does the tool have similar goals?” Comparing tools with
different goals does not do justice to the true ability of each tool to perform and may consequently
lead to an unfair judgment. Based on that, it's clear that CrypTool tool intends for the same type
of application which is computer security and cryptography and it has the same goal which is
enhancing the student understanding of the same subjects.
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4.2. CrypTool Evaluation

We carried out the first experiment consists of one group of the same lesson taught to the
undergraduate Computer Science students of the Network Security course at Sebha University of
Libya during the semester Il of 2013-2014 year. The experiment was conducted in two stages
where each stage uses a different learning medium approach; the first stage uses only text-based
materials (no animation), the second stage uses CrypTool in the final part of the lesson. The
student will be given a same test throughout the two stages. They are allowed to improve their
answer after each stage. The results of the tests after each stage of the medium approach are
compared.

The same topics of the lessons are given during all of the two stages. These topics are: symmetric-
key and Asymmetric-key cryptographic protocol, Diffie-Hellman protocol with respect to the
possible attack to Diffie-Hellman protocol, the concept of hash function, digital signature and
digital certificate.

In this experiment, the tool SPSS [29] is used to statistically evaluate the effectiveness of
CrypTool using t-test and p-value.

4.2.1. Experimental Procedure

A total of 20 students participated in the experiment. The students are final year of Computer
Science students (undergraduate students) at Sebha University of Libya. We follow the pre-test to
post-test accuracy [8,27,30] in order to evaluate the effectiveness of CrypTool. The same students
were given the same lesson but using different medium each time. The experiment was conducted
using the learning medium approach (no animation vs. animation with CrypTool). The students
were given the lesson using only text-based materials followed by a pre-test, then, the same
students were introduced to CrypTool followed by a post-test.

The experiment was controlled by delivering the same lesson to all of the students by the same
teacher during the two consecutive sessions. The topics were: symmetric-key and Asymmetric-
key cryptographic protocol, Diffie-Hellman protocol with respect to the possible attack to Diffie-
Hellman protocol and the concept of hash function, digital signature and digital certificate.

In the first session of the three hours, only text-based materials were used during the lesson time
with the help of electronic slides. At the end of the session, the students were given a pre-test of
ten multiple choice questions with a time limit of 30 minutes to answer them.

In the second session, after the pre-test, students were introduced to CrypTool and to its visual
interface. They were asked to experiment with simple symmetric and asymmetric-key
cryptographic protocols and to recreate Diffie-Hellman protocol. They were also asked to
experiment with the concepts of hash function, digital signature, digital certificate and their
usages of avoiding possible attack. At the end of the session, the students were given a post-test
of the same questions as in the first session with a time limit of 30 minutes to answer them.

Again, to control the tasks performance, the same test of ten multiple questions were given to all
students with a specific time. During the test, the students were not allowed to consult books or
use any materials. Then the results of pre-test and post-tests were compared. The following points
describe the details of the ten multiple questions:
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The first question dealt with the communication components of asymmetric-key
cryptographic protocol.

The second question dealt with the differences between symmetric-key and asymmetric-key
cryptography.

The third question dealt with Diffie-Hellman protocol steps.

The fourth question dealt with the communication components of Diffie-Hellman protocols.
The fifth question dealt with digital signature.

The sixth question dealt with digital certificate.

The seventh question dealt with Diffie-Hellman possible attack.

The eighth question dealt with a hash function.

The ninth question dealt with avoiding Diffie-Hellman protocol attack.

The last question dealt with a hybrid system (using of both symmetric and asymmetric-key

cryptography).

4.2.2. Experimental Results

To determine the effectiveness of CrypTool, a pre-test and post-test accuracy is used. Table 1
describes the students’ scores for the pre-test and post-tests. Notice that the maximum score for
each student is 10. In the other side, the Table 2 describes the mean of the group tested and Figure
6 explains the idea.

Table 1. The students’ scores of pre-test and post-test

No. Pre-test scores | Post-test scores
No animation Using CrypTool
1 4 6
2 4 6
3 5 5
4 4 6
5 4 4
6 5 5
7 5 5
8 5 7
9 4 7
10 4 5
11 4 6
12 5 7
13 4 6
14 4 4
15 4 4
16 5 5
17 5 5
18 5 7
19 4 7
20 5 7
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Table 2. The students' scores means of pre-test and post-test

Time Treatment No. Mean
Sebha University No animation 20 4.45
CrypTool 20 5.70

Average
Iy

no animation CrypTool

Learning WMeduim

Figure 6. The means of the students’ scores

The adopted statistical analysis of this experiment is that:

Null Hypothesis (Ho ): the conducted hypothesis is that there is no difference in the mean of
pre-test and post-tests scores. In other words, the pre-test and post-tests scores will have equal
means.

Alternative hypothesis (H; ): the alternative hypothesis is that there is at least one difference
in the mean of the pre-test and post-test scores in the group tested.

p-value: the return value of the statistical test which indicates the probability of getting a
mean difference between the groups as high as what is observed by chance. The lower the P-
value, the more significant difference between the groups. The typical significance level that
has been chosen in this experiment is 0.05.

t-test: this test was run on the pre-test and post-test scores. In this experiment, the result t-test
shows that there is a difference between the pre-test and post-test according to the p-value
which is 0.0 and less than the significance level 0.05. Table 3 shows the result of t-test.

Table 3. The results of t-test

Treatment No. of student Mean p-value | t- test
CrypTool 20 5.7 0.0 CrypTool > No animation
No animation 20 4.45

The test shows that there is a difference between no animation and CrypTool based on the p-value
which equal to 0.0. The p-value is less than the significance level (0.05) and that means the

improvement from pre-test to post-test is statistically significant.

4.3. CPAnim Tool Evaluatio

The second experiment procedure is the same as the first experiment but with different group of
students at the same University and same course and semester. The tested tool in this second

experiment is CPAnim tool.
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4.3.1. Experimental Procedure

The same procedure of the first experiment is followed in the second experiment with different
group of 20 students. The students are final year of Computer Science students (undergraduate
students) at Sebha University of Libya. We follow the same statistical procedure of the first
experiment to evaluate the effectiveness of CPAnim Tool.

4.3.2. Experimental Results

To determine the effectiveness of CPAnim Tool, a pre-test and post-test accuracy is used. Table 4
describes the students’ scores for the pre-test and post-tests. Notice that the maximum score for
each student is 10. In the other side, the Table 5 describes the mean of the group tested and Figure
7 explains the idea.

Table 4. The students’ scores of pre-test and post-test

No. Pre-test scores | Post-test scores
No animation Using CPAnimTool
1 3 7
2 4 6
3 4 6
4 7 8
5 5 6
6 4 4
7 4 4
8 5 5
9 5 6
10 4 6
11 3 5
12 5 5
13 3 4
14 3 7
15 4 6
16 5 6
17 5 7
18 4 6
19 4 5
20 6 8

Table 5. The students' scores means of pre-test and post-test

Time Treatment No. Mean
Sebha University | No animation | 20 4.35
CPAnim Tool | 20 5.85
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Figure 7. The means of the students’ scores

The adopted statistical analysis of this experiment is same as the first experiment. Table 6 shows
the result of t-test.
Table 6. The results of t-test

Treatment No. of student Mean p-value | t- test
CPAnim Tool | 20 5.85 0.00 CPAnimTool > No animation
No animation 20 4.35

The test shows that there is a difference between no animation and CPAnim Tool based on the p-
value which equal to 0.0. The p-value is less than the significance level (0.05) and that means the
improvement from pre-test to post-test is statistically significant.

5. THE COMPARISON BETWEEN THE FIRST AND SECOND EXPERIMENT

In order to determine whether there is a difference in the effectiveness of the CrypTool tool and
the CPANim tool between the students of the first experiment and the students of the second
experiment, we ran t-test again on the post-test results of the two experiments. The t-test results
show that there is no difference between them, based on the p-value of 0.678. The p-value, which
is greater than the significance level 0.05, indicates that no significant difference was found.
Table 7 shows the scores of the post-tests of the first and second experiments whilst Table 8
shows means. The results of t-test are shown in Table 9 and Figure 8 illustrates the result
graphically.
Table 7. The students’ scores of post-tests

No. Post-test scores No. Post-test scores
Using CrypTool Using CPAnIimTool
1 6 1 7
2 6 2 6
3 5 3 6
4 6 4 8
5 4 5 6
6 5 6 4
7 5 7 4
8 7 8 5
9 7 9 6
10 5 10 6
11 6 11 5
12 7 12 5
13 6 13 4
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14 4 14 7
15 4 15 6
16 5 16 6
17 5 17 7
18 7 18 6
19 7 19 5
20 7 20 8

Table 8. The students' scores means of pre-test and post-test

Time Treatment No. Mean
Sebha University | CrypTool Tool | 20 5.70
CPAnim Tool | 20 5.85

g 4
2
2
(o]
CrypTool CcPAnim Tool
Learning Meduim
Figure 8. The means of the students’ scores
Table 9. The results of t-test
Treatment No. of student Mean p-value | t- test
CrypTool Tool 20 5.70 0.678 CrypTool = CPAnimTool
CPAnim Tool 20 5.85

6. DISCUSSION

The results of the first and second experiments prove that the CrypTool and CPAnim tools are
more effective than the traditional teaching/learning (no animation). Based on our test of the two
hypotheses, there are indeed significant differences between using interactive visualization tools
(CrypTool and CPAnim tools) and no animation. In the other side, there is no significant
difference between the two tools. both tools contributed positively to learning. Other existing
tools could not be evaluated in this paper due to their non-availability and/or difficulty in getting
the correct version. The overall improvement of enhancing the students’ ability for understanding
the cryptographic protocols and computer security concepts using CrypTool and CPAnim tools is
demonstrated and achieved.

7. CONCLUSION

Regardless of the advancement in the area of educational techniques, the area needs to be further
tested with more empirical evaluation, especially of using the teaching/learning interactive
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visualization and animation tools. Currently, a few researches dealt with the problem of the lack
of using these kinds of tools. The missing of a clear and complete principle design for interactive
tools is seldom discussed and yet plays a crucial role in the tool development. The principle
design is important because a tool without a base is inadequate even if it is supplied with good
structures. Furthermore, studies have shown that visualization and animation educationally
enhanced students’ understanding if they were supported by active learning. This paper was
motivated by these observations. In particular, this paper suggested more experiments of other
interactive visualization tools through empirical evaluation in order to improve their effectiveness
and teaching/learning support.
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