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ABSTRACT

The convergence of Voice and Data networks has changed the rudiments of telecommunication. With the
spread of Cellular networks, convergence of voice, data, and cellular network is envisaged allowing
users to seamlessly access services across networks while on the move. In this paper we discuss problems
related to “Presence” in a converged network. A key issue in presence is to trace a user correctly and
consistently. In a SIP (Session Initiation Protocol) based IP telephony network the presence information
is kept as “Registration” bindings. We propose to use an alert mechanism, similar to paging in mobile
network to notify the user of expired SIP registrations, so that the device/user can update the registration
bindings. This improves the overall functionality of a SIP based IP telephony network and allows users to
receive calls that would have otherwise been missed. In case the call does not mature, we inform the
called party about the missed call so that the conversation can mature asynchronously. This solution
would increase the reach of VolP (Voice over Internet Protocol) to people and regions where internet
penetration is low.
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1. INTRODUCTION

Last decade has seen the emergence of data networks as the prime information carrier for the
masses. The explosive growth of internet has revolutionized the field of telecom as well. With
the convergence of data and voice networks becoming a reality, people are increasingly
realizing the benefits of a converged network. While circuit switched networks provide better
voice quality, packet switch networks are more efficient. IP telephony has emerged as a popular
application of converged networks.

Besides providing cost benefits to both users and service providers, it also allows the service
providers to port the services available in IP networks to telecom networks.

SIP [1] is increasingly being used as a multimedia session establishment and control protocol
between end users of an IP telephony network. The advantages of SIP are its simplicity and the
flexibility to support other standard protocols like Real-time Transfer Protocol (RTP) [2],
Stream Control Transmission Protocol (SCTP) [3]. Along with the Internet the cellular networks
have also witnessed high growth. In many countries the number of cellular phones has crossed
that of fixed wire line phones. With more intelligence being embedded in the mobile phones,
they are set to become miniature computing device for the masses in future. The convergence of
the cellular and IP networks has been propelled by the development of technologies like
Multimedia Messaging Service (MMS)[4], Wireless Access Protocol (WAP)[15,17], General
Packet Radio Service(GPRS) [5], SIP CGI [19], CPL (Call Processing Language) [20],
VoiceXML [21], and Unified Mobile Telecommunication Systems (UMTS) [6] which allows
the users of a cellular network to access the Internet using their cell phones and other portable
devices. Presence services constitute information about the willingness, availability and
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capability of a user to communicate with other users. Presence information plays an important
role in successful call establishment as it allows the network to correctly identify the capabilities
of called party and thereby allowing the caller to make the call only when the network is sure of
the called party being willing and available to receive it.

In SIP based IP telephony network, users update their presence information by using SIP
Register messages. The Register message allows different contact addresses to be associated
with a user’s SIP URI. These bindings are used for determining the exact location of the user
and allow the SIP proxy servers to forward the calls to the address mentioned in these bindings.
These bindings are valid for a certain period of time and need to be periodically refreshed. On
their expiry the called party will not be able to receive calls. Currently SIP provides no
mechanism to discover the location of users with expired registrations. Calls made to such users
cannot be completed by the SIP proxy server and the caller gets back an error message. These
calls are defined as missed calls. In case of a [P to PSTN call, the called party may be roaming
in a foreign country or busy in a meeting and unwilling to accept the call; in such case also the
call will not mature resulting a missed call.

This paper intends to improve the presence situation in the SIP based IP telephony networks by
proposing a mechanism similar to paging to discover the user’s current location and alert him of
his expired SIP registrations. In the solution being proposed by us we use paging to locate a
user’s mobile device and then use ‘“Push” mechanism to notify him about his expired
registrations. Two models of solutions, viz., Server Initiated Client Activated Registration
(SICAR) and Server Initiated Principal Activated Registration (SIPAR) are proposed. These
solutions are very much flexible in nature and can be initiated either for all the calls missed by
the user or only for some prioritized calls, which are defined by the user.

The proposed model of solution aims to bring together the cellular and VoIP(Voice over IP)
technologies. The presence information in cellular networks is more consistent and accurate
than in VoIP networks and thus by integrating both we wish to improve the presence in VoIP
networks. Currently VolP is limited to regions with internet connectivity but cellular networks
are more widely spread. In developing countries like India where a large percentage of
population resides in areas with negligible internet access but with good cellular network
coverage, extending the VoIP networks into the cellular network would make the VolIP calls
accessible to a greater number of people. So a solution consisting of using cell phones to receive
updates about the VoIP calls and setting up of internet kiosks across the rural areas [7] would
allow the rural population to converse using inexpensive voice over IP technology. To best of
our knowledge, this is the first time push mechanism of the Cellular System is used to
proactively resolve the presence challenges in the IP Telephony system.

The rest of the paper is organized as follows: in section 2 we discuss about presence and
challenges in it. Section 3 provides a background on SIP and the details of the SIP Registration
process. In section 4 we look in to the details of Paging and various Push technologies. Section
5 explains the proposed solution for expired SIP registrations. In section 6 our conclusions are
stated. In the final section references are provided.

2. TECHNOLOGY

Presence technologies initially developed for Instant Messaging services, are now being widely
used for other services like remote control of Network Appliances [8], remote monitoring of
patient health, inventory control etc. The presence technology consists of three elements in it —
presence entity, presence server and subscriber. The presence entity is the user/device whose
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information is sought and subscribers are the users who wish to have this information. The
presence server stores, updates, and provides the presence information. The presence server can
be logical entity located along with a registrar or a proxy server in a SIP based system.

The presence technology faces quite a few challenges like the subscriber willing to get
information about a presence entity must first discover the presence server associated with that
entity. The presence server must also be capable of receiving all the updates related to a
presence entity. This updated information must be synchronized that is it must be updated at all
the associated databases and must be sent to all the subscribers who have subscribed for the
information.

Using an underlying protocol like SIP for presence information can solve many of the
challenges like the SIP server discovery [9] can be effectively used for discovering presence
entities and presence servers. SIP has an extension for event notification [10] consisting of
“Subscribe” and “Notify” messages, which provides asynchronous event notification to the
users. This can be effectively used for distributing presence information.

Currently various efforts are being made at different levels to integrate SIP and various mobile
technologies. Like Open Mobile Alliance (OMA) [18], an industry wide association of different
telecom companies, has also developed SIP Push OTA specification [11] that proposes to use
SIP as a transport bearer for WAP Push [12]. These efforts are directed towards improving the
Instant messaging services.

3. SESSION INITIATION PROTOCOL

The Session Initiation Protocol (SIP), an application layer protocol, is used for establishing
maintaining and terminating multimedia sessions between end users in an [P based real time
application. Users in a SIP session establish connections using User Agents, which forward the
requests to the Proxy or Redirect Server. The proxy/redirect server uses the location services
provided by a Registrar to determine the location of the users and forwards request to them. The
Location service provided by the Registrar is a two step process:

*  User Registration

The user registers himself at the Registrar of a particular SIP domain. He sends a REGISTER
message to the Registrar containing his SIP URI and a set of contact addresses. These contact
addresses are bound to his URI [13].

The Registrar might want to authorize the user before processing his register request. The
Registrar has an expiration time set with each of the contact address. This expiration time period
can be set by the user by including an Expiration header field in the Register message or in the
absence of the Expiration header the Registrar may set a default value. On successful
registration the Registrar returns an acknowledgement containing all the registered contact
address back to the user. Figure 1 shows the registration process in detail.

¢ Location Service

The Location service is used by the Proxy servers to discover the current address binding of a
user so that calls meant for that user can be established. The Proxy server queries the called
party ’s Registrar for a mapping of the called party ’s SIP URI with the contact address. The
Registrar may reply back with more than one address binding. If the called party has moved to
another domain then the new URI of the called party is returned else if no matching records are
found for the called party then an error response is send back. The SIP registrar server doesn’t
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further attempt to determine the current location of the user. A binding for a particular SIP URI
is removed after its expiration time period has elapsed.

Client Server

REGISTER
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401 Unauthorised

REGISTER with encryted pazswnrdé

Figure 1. Registration in SIP

4. PAGING AND IMPROVING PRESENCE

In cellular networks paging is used to determine the exact location of a mobile station. A mobile
station can be either in active state or in a standby state. In the active state the mobile station’s
location is constantly monitored by the base station. In standby state the mobile tracking is done
in a much coarser way, with the mobile station being located in a paging area. A paging area is
a group of cells in which the mobile is expected to be located. When the mobile station needs to
be located then a request is sent to all the base stations in the paging area.

In the solution model proposed by us for improving presence in VoIP networks we plan to use a
technique similar to mobile paging. When the user’s SIP registrations are expired, then the
registrar server is unaware of the user’s current location. But if the registrar server is aware of
the user’s mobile number(s), then the registrar can contact each of these mobile stations and try
to renew the registration bindings. Thus the SIP registrar uses a model similar to paging, in
which the registrar has the knowledge of the expected bindings of the mobile user and then
proactively contacts each of these to determine the binding for the user. This proactive nature of
the SIP registrar resembles the push architecture.

Wireless Access Protocol or WAP developed as a joint effort of various different cellular
companies, is a layered protocol stack consisting of different layers for application, session,
transaction, security and transport services. The WAP model consists of a user making a request
using a WAP browser from his mobile phone. This request is first routed through a WAP
gateway, where the request is processed and the gateway then retrieves the content from a
content provider. The content then is formatted and sent back to the user. The WAP Push model
consists of a Push Initiator (PI) which initializes the push mechanism and contacts a Push Proxy
Gateway (PPG) by the Push Access Protocol (PAP) [14]. The PPG then uses the Push Over-The
Air protocol for forwarding the data to the Mobile station. Figure 2 shows all the entities of
WAP push architecture.
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Figure 2. WAP PUSH

5. SoLvING SIP REGISTRATION EXPIRATION USING PUSH
5.1. Missed calls in SIP

The concept of missed calls is not well formalized in SIP based IP telephony networks.
However, we have taken the concept from the cellular network. In a SIP based IP telephony
network the miss call can be defined in the following cases —

*  While receiving a call, the called party doesn’t answer the call or does not lift up his user
agent. The user agent could be an IP based soft phone or a PSTN based phone.

* The user’s all SIP registrations have expired and therefore the Registrar cannot locate the
user’s exact location. So though the user may be willing to receive calls but due to
registration expiration the system cannot locate him.

Solving the first kind of missed calls requires the system to store a list of calls not received by
the user. This information can be sent to the user either in an email or as an SMS message in an
asynchronous fashion.

5.2. Basic Philosophy

In a normal IP telephony call the SIP Proxy server on receiving a call for a registered user of its
domain, enquires the called party’s current address bindings from the Registrar. It then forwards
the call on the received address bindings. If no bindings are available and if the server
recognizes the requested URI as a valid user of the domain then it generates a 480 Temporarily
Unavailable response message (see figure 3) and sends it back to the proxy. After this the Proxy
checks the user profile of the user (called party) to determine if the called party needs to be
notified of the missed call. The called party can set priority levels to filter out calls depending
upon his willingness to accept some all or none calls.

The system provides the called party with the option to set different priorities to different
incoming calls. For incoming calls with higher priority than the current value set by the called
party the Push mechanism is initiated. The proxy server in this case acts as the content provider
and it then calls the Push Proxy Server (PPS).



International Journal of Computer Networks & Communications (IICNC), Vol.1, No.2, July 2009

User A Proxy Registrar PPS UserB
Inl.liteg.

TR Address
CEindin e
for B
480

$empn|'a|'i|'?l

uniavailable

Initiate | Push

......................... }- Alert
Matify
Registel
SIPARS
SICAR
ACHE
....................... 3 L

Figure 3. Basic SICAR/SIPAR message flow

The PPS acts as the PI and initiates the push mechanism. Depending upon the registration
mechanism used two different models of registrations are proposed —

»  Server Initiated Client Activated Registration (SICAR)

*  Server Initiated Principal Activated Registration (SIPAR)

The underlying assumption behind these registrations is that the user has a mobile phone and the
SIP servers have the knowledge about the mobile phone. This information can be collected and
stored in a user profile database when the user joins the SIP domain. The user profile also stores
information about the user subscribing to the call return and call screening services. Call return
allows users to automatically call the most recent caller. Call Screening allows the notification
facility to be triggered only for a particular set of URIs. If the user is not located due to timeout
of SICAR and SIPAR, then a SMS is send to the user alerting him of the missed call. The alert
messages to the users can be sent in their local languages as this would make the system more
accessible to the non-English speaking population.

5.3. SICAR

SICAR requires the user’s mobile device to have a client program running on it. The
registration expiration information is send by the SIP Registrar server to this client program.
The client program on receiving the notification automatically registers the user’s current
mobile device at the registrar. Thus SICAR provides the facility of automatically registering a
user’s mobile device without his intervention. However, the user has the choice to cancel the
request as “Do Not Disturb”.

In a WAP environment the PPS sends a PAP Push Submission message to the PPG. This
submission message consists of the Mobile station International ISDN (MSISDN) number of
the user as the device address. On receiving this push submission message the PPG accepts the
message only if the message confirms the Document Type Definition (DTD) specifications of
the PPG and if PPG is ready to deliver the message to the OTA client. The PPG then pushes the
message on to the client device. The message is addressed to the client program residing on the
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user’s mobile device. The control entity of the message is set to service load so that the client
program on receiving the message automatically starts the registration procedure. The client
program then sends its response back to the PPG containing a registration request with the
user’s SIP Authentication password and MSISDN number of the user’s mobile device.

The PPG decodes the information and forwards it to the PPS. The PPS acts as a proxy for the
user and sends a SIP Registration message on his behalf to the Registrar of the domain. The
registrar may first require the user to authenticate him; in that case the PPS has to resend the
registration message with the user’s encrypted password. The registrar then registers the user
and binds the contact address with his SIP URI. It then sends an acknowledgement back to the
PPS indicating a successful registration, containing all the current bindings for the user. The
PPS then sends the acknowledgement back to the user. If the user has also subscribed for the
call return facility then the user should be prompted about making the last call again. This call
then would be made as a normal IP telephony call and would be routed through the signaling
and media gateway. Figure 4 shows message flow in SICAR.
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Figure 4. SICAR

General Packet Radio Services allows mobile devices to access internet simultaneously with
other mobile applications at high speeds. In GPRS networks a user’s mobile device can be in
active, standby or idle states. In the active and standby states the Serving GPRS Support Node
(SGSN) is aware of the mobile location and for these states the SICAR model of solution can be
used. In idle state there is no logical GPRS context for the Mobile Station (MS) and the SGSN
is not aware of the MS’s location, so in idle states the SIPAR model of solution can be used.

For users in GPRS networks the solution for expired registrations can be provided by two means

e GPRS can act as a bearer for WAP. In this model of solution the same WAP Push
solution proposed would be used, but the delivery mechanism for the WAP
information would be GPRS.
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* In the standby state only the mobile device’s routing area is known. This routing
area can comprise of a one or more cells. In this state the SGSN first pages the MS
to determine its actual location and only then the data transfer can start. After this
the PPS sends the alert message to the Gateway GPRS Support Node (GGSN).
GGNSN routes the message to the SGSN which further caters to the MS. The alert
message is addressed to the client program residing in the MS.

5.4. SIPAR

In SIPAR the user’s mobile device doesn’t contain a client program running on it. The registrar
expiration is send as an alert message to the user. The user can then register any device on
which he wishes to receive the calls. Thus SIPAR requires human intervention to refresh the
registration bindings. For users using WAP enabled phones the PPS pushes the alert message to
the PPG. The PPG then pushes the message on to the client device. The control entity of the
message is set to service indication so that only an alert is send to the user and depending on
user preference the page can be loaded. A Wireless Markup Language (WML) page must be
used to display the contents of the Registration page. The displayed page must query the user
for his password, address of the device to be registered and the time period till which this
current binding value would be valid. The user after filling in the required entries submits the
page. The content of the page is then send to the WAP Gateway where it is decoded and then
further send to the PPS. The PPS then contacts the Registrar and registers the new device. If the
user on receiving the alert notification wishes to register later then he can disallow the loading
of the registration page.

For users not having internet enabled phones the alert notification is send as a Short Messaging
Service (SMS).

The PPS in this case acts as the Short Messaging Entity (SME) and submits the message at the
Short Messaging Service Center (SMSC). The SMSC forwards the message to GSMSC, which
further after consulting the Home Location Register (HLR) routes the message to the user’s
mobile device.

5.5. Security Issues

There are certain privacy and security issues to be handled in this kind of model.

Privacy - A user might not wish to be disturbed during a particular activity like while he is in a
meeting. In such cases the user can set a flag in the user profile database, which indicates that he
should not be disturbed.

Message Integrity - A user while registering through the WAP Push message will be required to
enter his password for authorization at the Registrar. The bearer sends this password over the air
(OTA) to the PPG. In these situations some unauthorized person can sniff the password or may
try to alter the message contents. This kind of security threat can be avoided by using Wireless
Transport Layer Security (WTLS) [16] security mechanism available in WAP.

Imposter Registrations — If the information in the user profile database is not updated like the
user has a new MSISDN number, then the WAP Push message will be send to some other user
leading to imposter registrations. To avoid such registrations it is mandatory that the SIP
Registrar server first performs user authorization before making changes.

5.6. User Profile Database
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The user profile database is maintained at the proxy server of the SIP domain. It contains the
following information

*  The SIP URI of the user.

»  MSISDN number of user’s mobile device.

* Flag set to determine if the user subscribes to the alert notification mechanism.
* Flag set to determine if SICAR or SIPAR is to be used.

* Information to determine the kind of bearer technology used for sending the
alert mechanism to the user. This can be GPRS, WAP or SMS.

* Language in which alert notification are to be received.

* Flag set to true if call return is enabled.

* Flag set to true if call screening is enabled.

» List of SIP URIs for which the alert messages should be sent.
*  Default expiration time for the contact binding.

e The email id of the user where the missed call information will be sent.

6. CONCLUSIONS

The solutions projected in this paper can be enhanced further by integrating Unified Messaging
within it. For users whose location isn’t determined by the SICAR or SIPAR, the alerts and
notifications can be sent as an email or as voice mail. We have shown that a push mechanism of
the cellular networks can be effectively used for solving the problem of missed calls in SIP
network by refreshing expired SIP registrations The ubiquitous nature of mobile devices and
their widespread usage provides better presence information about users than IP networks. Thus
we have here demonstrated that better presence information available in cellular networks can
be effectively ported to IP networks, thereby improving the presence information in IP based
telephony networks. Using WAP Push/SMS has a further great advantage of using the existing
cellular infrastructure thereby allowing the service providers to provide additional services
without requiring further investments. This kind of solution brings together the cellular, voice
and data networks together and achieves convergence in true sense. We expect in future more
such applications will come up which would further harness the services of cellular networks.
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