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ABSTRACT

The information security has become one of the most significant problems in data communication. So it
becomes an inseparable part of data communication. In order to address this problem, cryptography and
steganography can be combined. This paper proposes a secure communication system. It employs
cryptographic algorithm together with steganography. The jointing of these techniques provides a robust
and strong communication system that able to withstand against attackers. In this paper, the filter bank
cipher is used to encrypt the secret text message, it provide high level of security, scalability and speed.
After that, a discrete wavelet transforms (DWT) based steganography is employed to hide the encrypted
message in the cover image by modifying the wavelet coefficients. The performance of the proposed system
is evaluated using peak signal to noise ratio (PSNR) and histogram analysis. The simulation results show
that, the proposed system provides high level of security.
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1. INTRODUCTION

The security of data transmission is a vital problem in communication networks. A
communication system is reliable as long as it provides high level of security. Usually, users
exchange personal sensitive information or important documents. In this case; security, integrity,
authenticity and confidentiality of the exchanged data should be provided over the transmission
medium. Nowadays, internet multimedia is very popular; a significant amount of data is
exchanged every second over a non secured channel, which may not be safe. Therefore, it is
essential to protect the data from attackers. To protect the data; cryptography and steganography
techniques can be used.

Cryptography is the science of keeping the transmitted data secure. It provides data encryption for
secure communication [1]. The encryption process is applied before transmission, and the
decryption process is applied after receiving the encrypted data. Steganography is the science of
writing hidden messages inside a different digital content; it conveys the data by concealing it in
other medium such as image or audio which is called the cover object. The information hiding
process is applied before transmission and the extraction process is applied after receiving.

The main difference between cryptography and steganography based on the existence of the
secret message. Cryptography encrypts the message and transmits it; anyone can view the
encrypted message, but is very difficult to be understood, especially if it has been encrypted with
strong cryptographic algorithm. Steganography conceals the secrete message existence by hiding
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it in a cover object. The cover object can be classified as Text-based Steganography in which the
secret message is embedded in a text file, audio Steganography to hide the secret message in
audio signal and image steganography in which the secret data is embedded in an image.

Cryptographic algorithms are classified as symmetric key algorithm and public key algorithm.
Symmetric key algorithm uses the same key for encryption and decryption, while public key
algorithm uses different keys for encryption and decryption.
Steganography system can be implemented using two techniques. Firstly, the spatial domain
based steganography, where the least significant bits (LSB) of the cover object is replaced by the
secret message bits. Secondly, the transform domain based steganography; in this case, the secret
message is embedded with the coefficient of the cover object. The most common transform
domains are discrete Fourier transform and discrete wavelet transform.

To improve the reliability of the communication system; cryptography and steganography can be
combined to implement a robust and secure system; in this case, the encryption and hiding are
achieved in the transmitter, while the extraction and decryption are achieved in the receiver.
There are some issued that should be addressed in the designing of a steganography system [2]:

a) Invisibility: This means that the stego image should not be noticed by human.

b) Security: The steganography process should provide high level of security, therefore, the
stego image should be very close to the original cover image, and the attacker could not
detect the hidden information. Peak signal to noise ratio (PSNR) is employed to measure
the difference between the cover image and the stego image. PSNR can be calculated
using:

L2

PSNR=10log
MES 1

L is the maximum value the samples and MES is the mean error squre.

The remainder of this article is organized as follows. The related work is introduced in section 2.
Section 3 presents the proposed system. The experimental results and discussions are presented in
section 4 and the paper is concluded in section 5.

2. RELATED WORK

In [3] a steganographic scheme was proposed, it uses human vision sensitivity to hide secret bits.
To make this, the secret data firstly are converted into a series of symbols to be embedded in a
notation system with multiple bases. In this case, the particular bases used are determined by the
degree of local variation of the pixel magnitudes in the host image. A modification to the least
significant bit matching (LSBM) steganography was introduced in [4]. This modification provides
the desired choice of a binary function of two cover pixels rather than to be random as in LSBM.
To increase the level of security, a combined data encoding and hiding process was proposed in
[5]. This process was used to overcome the problem of image color changes after the embedding
process. The LSB steganography technique was developed in [6], it based on embedding the
secret message into the sharper edge regions of the image to ensure its resistance against image
steganalysis based on statistical analysis. A novel image steganography was proposed in [7], it is
based on integer wavelet transform [IWT], it is used to embed multiple secret images and keys in
color cover image. A quantization based steganography system presented in [8] embedded the
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secret message in every chrominance of a color image to increase the hiding capacity. DWT
based frequency domain steganographic technique was proposed in [9], the data is hidden in
horizontal, vertical and diagonal components of the sub — image. In [10] a secret data
communication system was presented, it employs RSA with asymmetric keys and AES with
symmetric key to encrypt the data, after that the encrypted data is embedded into the cover image
using smart LSB pixel mapping and data rearrangement method. In [11] and [12] two secure
communication systems were proposed to be used for voice over IP (VOIP) applications. LSB
based steganography was employed to hide the information over an audio cover signal. An
extended version of SHA-1 (Secure Hash Algorithm) was introduced in [13]; this system can be
used to encrypt two dimensional data such as image. It is developed to increase the resistance of
image based steganography against the attackers and hackers. A chaotic signal was employed in
[14] for image steganography, which presents a scattering format for the embedded data through
the cover image. A high capacity and security steganography using discrete wavelet transform
(HCSSD) was developed in [15]; the wavelet coefficients for the cover image and the payload
image were fused to obtain a single image.

3. PROPOSED SYSTEM

The main objective of this paper is to introduce a secure communication system that employs
both cryptography and steganography to encrypt and embed the secret message to be transmitted
over a non secure channel. In this system, the encryption process is achieved using the filter bank
cipher, which presents a high speed and level of security. The embedding process is achieved
using the discrete wavelet transform based steganography. The proposed system consists from
four stages as shown in Figure 1. Note that the main stages are encryption, embedding, extraction
and decryption. The following algorithm describes these stages.

Algorithm

Input: Embed the message.

Output: Message is embedded safely in an image and reconstructed properly.
Begin

Message.

Encrypting message.

Implementing DWT based steganography
Embedding data.

Stego image.

Extraction of embedded message.
Encrypted message generation.
Decryption.

Original Message.

End

©COoNo RN E

3.1 Encryption and Decryption Process

The cryptographic algorithm used in this paper is filter bank cipher over Galois field (GF (2°))
[16]. In this cipher the encryption process consists from two layers. Firstly, the diffusion layer is
represented by the analysis filter bank to introduce a high diffusion rate. Secondly, the
substitution layer which is represented by the lifting scheme over GF (2 to add the required
nonlinearity to increase the resistivity of the cipher against the differential and linear
cryptanalysis attacks. The lifting scheme is shown in Figure 2, where S is the inverse function
over GF (2%). The filter bank cipher consists from two rounds to improve its security. Figure 3
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shows one round filter bank cipher. In this stage, the message is encrypted using filter bank
cipher, where its filters coefficients are generated from the key [16].

The decryption process is achieved at the receiver. In this case, the synthesis filter bank and
perfect reconstruction lifting scheme are used to reconstruct the original message. The perfect
reconstruction lifting scheme is shown in Figure 4. And one Round filter bank cipher decryption
System is shown in Figure 5 which satisfies the perfect reconstruction property to recover the
original message properly.

Substitution Laver

Secret Encryption Encrypted Embedding Stego
Message Process Message Process Image
A T
Cover
Key Image
A 4
Secret Decryption | Encrypted | Extraction |
Message Process Message Process
Figure 1. Block Diagram of the proposed system.
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Figure 3. One Round Filter Bank Encryption cipher.

Figure 4. Perfect reconstruction lifting scheme.
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Figure 5. One Round filter bank cipher decryption System.
3.2 Embedding and Extraction Process

DWT based steganography is used to hide the message using Haar wavelet. Wavelet transform
converts a spatial domain into frequency domain. In this case the cover image is decomposed into
four sub-images, namely, approximation coefficients, horizontal detail coefficients, vertical detail
coefficients and diagonal detail coefficients. The embedding process is achieved at the
transmitter to hide the message. In this paper the embedding process based on the following
algorithm.

Algorithm

Input: Cover image and encrypted message.
Output: Stego image.

Begin

1. Normalized the encrypted message.

Transform the cover image using Haar wavelet transform

3. Embedding the normalized encrypted image in vertical detail coefficients and diagonal
detail coefficients.

4. Inverse DWT of all the subbands.

Denomoralize.

6. Stego image is generated.
End

N

o

The extraction process is used to retrieve the original message at the receiver. It processes the
stego image to extract the original message. In this paper the extraction process based on the
following algorithm.

Algorithm

Input: Stego Image.
Output: Encrypted message.

Begin
1. Transform the stego image using Haar wavelet transform.
2. Extracting the normalized encrypted image from the vertical detail coefficients and
diagonal detail coefficients.
Normalization.
4. The encrypted message is generated.
End

w
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Note that, the encryption and embedding processes are achieved in the transmitter to
generate the stego image, while the extraction and decryption processes are achieved in the
receiver to recover the original message.

4. EXPERIMENTAL RESULTS AND DISCUSSIONS

To evaluate the performance of the proposed system in this paper, five cover images
(Cameraman, Lenna, Peppers, House, Baboon and each of size 256x256) were employed to
embed a text encrypted message. In this paper, the message is firstly encrypted, after that it is
hidden to be sent. At the receiver, the hidden message is extracted and then decrypted. This
represents a hybrid system that combines cryptographic and steganographic algorithms together
to improve the security of the information. This combination is tested using PSNR and histogram
analysis.

PSNR is used to compare between the cover image and the stego image. It is measured in decibels
(dB). It is used to assess the quality of the stego image. If PSNR of gray scale image larger than
36 dB then the human cannot distinguish between the cover image and the stego image [17]. The
PSNR of the proposed system using different images were calculated using equation (1), and the
results are summarized in Table 1. The results indicate that, the PSNR values are much greater
than 36 dB; this proves the suitability of the proposed system.

Table 1. PSNR Results

Cover Image PSNR

Cameraman 68.8120
Lenna 62.1071
Peppers 53.1336
House 68.6596
Baboon 59.9863

The histogram analysis can be used to evaluate the efficiency of the embedded algorithm. If the
histogram remains the same after the embedding, then the embedded algorithm is efficient. The
histograms of the cover images before and after the embedding process were plotted as shown in
the Figures 6, 7, 8, 9 and 10. Note that the histograms of the cover images and the stego images
do not have any significant change. The stability of the stego images histograms means that the
proposed system can resist the attacks and statistical changes.

The processing time for embedding and extraction processes using different cover images are
summarized in Table 3 and Table 4 respectively. Basically, the processing time depends on the
specifications of the computer that used to run the program, and the speed of the compiler of the
used programming language which is the Matlab in this paper. Usually the Matlab compiler is
very slow when it compares with the compilers of other programming languages. Even though,
the processing times for embedding and extraction are acceptable.

130



International Journal of Computer Networks & Communications (IJCNC) Vol.5, No.3, May 2013

Table 2. Embedding Process Time

Cover Image Embedding Time
(Second)

Cameraman 1.0462

Lenna 0.9986

Peppers 1.1033

House 1.0651

Baboon 0.9965

Table 3. Extraction Process time

Cover Image Extraction Time
(Second)

Cameraman 1.1322

Lenna 1.0192

Peppers 1.1321

House 1.1151

Baboon 1.0795

(@) (b)
1000 1004 - ‘ ‘ '
kL] ) -
80 B0 -
700 T -
600 600 -
5 EL]
400 00}
E L] 3 -
200 200
100 100 -
L] ]
50 100 150 M 250
(© (d)
Figure 6. a) Cameraman cover image. b) Stego image. ¢) Histogram of Camerman image. d) Histogram of
stego image.
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Figure 7. a) Lenna cover image. b) Stego image. c) Histogram of Lenna image. d) Histogram of stego
image.
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Figure 8. a) Peppers cover image. b) Stego image. c) Histogram of Peppers image. d) Histogram of stego
image.
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Figure 9. a) Baboon cover image. b) Stego image. ¢) Histogram of Baboon image. d) Histogram of stego
image.
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Figure 10. a) House cover image. b) Stego image. ¢) Histogram of House image. d) Histogram of stego
image.
5. CONCLUSION

In this paper a high security model uses both cryptography and Steganography has been
developed. Filter bank cipher is used for encryption the data. Filter bank cipher is a symmetric
block cipher; it provides high level of security, scalability and speed. The encrypted data is
embedded in a cover image using discrete wavelet transform. The performance of the proposed
algorithm has been evaluated using PSNR and histogram. The results showed that, the PSNR of
the proposed system are high, which ensure the invisibility of the hidden message through the
cover image. Also, the histograms of the stego and cover images are very close to each other,
which ensure the resistivity of the proposed system against the attacks.
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