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ABSTRACT 

 
Malware is a continuously evolving problem for enterprise networks and home computers. Even security 

aware users using updated security solutions fall into trap of zero day attacks. Moreover, blacklisting 

based solutions suffer from problems of false positives and false negatives. From here, idea of Application 

whitelisting was coined among security vendors and various solutions were evolved with same underlying 

technology idea. This paper provides the details about design and implementation approaches and 

discusses challenges while developing an effective whitelisting solution. 

 

KEYWORDS 

 
Malware, Application Whitelisting, Enterprise Network   

 

 

1. INTRODUCTION 

 
With increasing number of new malware [1] it is becoming difficult for traditional antiviruses 

following blacklisting principle to detect them. To address this problem new approaches (among 

which application whitelisting is one) are being developed. Application Whitelisting [2] is a 

methodology where user chooses a set of applications to run from rather than blacklisting 

applications as done by traditional antivirus software. The user might be a single PC user and 

chooses the application set for one computer or it might be an administrator who chooses a large 

set to run on the network. Whenever any application starts on a given computer, solution checks 

whether this file is present in whitelist or not. If not then running a process using this file is 

denied. Figure 1 compares three basic approaches for malware prevention.  

 

 

Figure 1: Primary approaches for malware prevention 
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Application whitelisting solutions use an underlying kernel module to scan the basic activity in 

system. Scan engine compares application details with the database. General architecture for 

centralized application whitelisting solution is presented in section 3. Approaches for 

implementing a whitelisting solution is discussed in section 4. Usage of various parameters to 

uniquely identify and whitelist an application is discussed in section 5. Challenges associated 

with the effective implementation of application whitelisting solution are discussed in section 6.  
 

2. RELATED WORK 

 
Application Whitelisting looks promising at the first sight but researchers have argued its 

feasibility and practicality. Kurt Wismer [3] mentioned that determining whether a program is 

good or bad is itself an intractable problem. Dr. Vesselin Bontchev [4] discussed the problems of 

global and local whitelists. Jim Beechey [5] describes the advantages of whitelisting and attacks 

possible on such kind of systems and concludes that though application whitelisting is not a 

panacea but still required to counter the evolving malware attacks. In this paper, we bring out two 

different approaches of application whitelisting enforcement and lists out issues with application 

whitelisting which should be taken care while deploying. 
 

3. GENERAL ARCHITECTURE FOR A CENTRALIZED APPLICATION 

WHITELISTING SOLUTION 

 
Centralized Application Whitelisting Solution generally uses client-server architecture as given in 

figure 2. Application Whitelisting Server helps to create and maintain database of application 

whitelisting policies for various client machines of the network.  Based on the policies, whitelist 

and notifications would be sent to each of the network client machines. Enforcement agent at 

client machine would allow execution of only those applications which are in the whitelist and 

blocks all other applications. Client agent would update the log details to the server at regular 

intervals of time for further analysis. 

 

 

Figure 2: General Architecture for Centralized Application Whitelisting 

 

4. TWO APPROACHES FOR WHITELISTING 

 
In order to enforce the application whitelist at client machine, there are two general approaches as 

described below.  

 

1. Analyse the executable file at runtime during process creation 

 
In this approach, client enforcement agent will have an intercepting module which looks for the 

creation of new processes on the system. In case of any new process creation event, intercepting 



International Journal of Computer Science, Engineering and Information Technology (IJCSEIT), Vol.2, No.5, October 2012 

15 

 

module communicates the details to another module which scans and checks whether this 

executable file exists in the application whitelist of that client machine. In case if it is not a 

whitelisted application, this module indicates to the user that this application is not allowed on 

that machine. Figure 3 gives pictorial view of this approach. There are various methods for 

implementing the intercepting module of client enforcement agent using process creation event. 

List of methods used for detecting the process creation event on Windows platform are: 

1. User mode hooking of CreateProcess using DLL injection (or CreateProcessAsUser and 

CreateProcessWithLogon can also be hooked). For such injections detour library can also be used 

[6]. 

2. User mode hooking of NtCreateSection using DLL injection. 

3. Kernel mode hooking of NtCreateSection [7]. 

4. Using PsSetCreateProcessNotifyRoutineEx (Windows Vista onwards) [8]. 

5. Utilizing software restriction policies (provided with Microsoft windows). 

 

Figure 3: Application Whitelisting Enforcement during Process Creation 

 

2. Scan every file of file system and verify the details of executable file against 

application whitelist of the client machine 

 
In this approach, client enforcement agent first scans executable files and verifies them against 

the application whitelist of that machine. In case if the file is not found in the application whitelist 

of that machine, then it can be either deleted or quarantined.  
 

 

Figure 4: Application Whitelisting Enforcement during File Write 
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However quarantine is a better option as the user gets the files back for any future requirements.  

In this approach, intercepting module should monitor and verify the details of any new executable 

file entering into the machine. This approach is pictorially shown in figure 4. This module cannot 

rely on file extensions, but should verify based on file format. 

 

5. PARAMETERS FOR IDENTIFYING AN APPLICATION 

 
In order to identify whether the application is a whitelisted application or not, parameters of the 

executable file need to be verified with the details provided in application whitelist database. An 

application can be identified easily with executable name and path but these details may vary on 

different client machines and also applications can be replaced. For example winword.exe if 

executed can be allowed or denied based on the executable name and path as provided in 

application whitelist database. But hacker can simply put some malicious executable with the 

same name and path in the file system. Since the name and path are matching malicious 

executable will be whitelisted and allowed for execution.  These parameters combined with Hash 

and Publisher name would be a better approach for verifying the details of executable files.  

Therefore four fields would be maintained for each entry in the application whitelist database. 

 

 

Application signature is another parameter which can be used in application whitelisting. This 

approach is similar to the method of detecting malware using their signatures [9]. For example 

consider a signature taken from userdb.txt [10]. 

 

 
Figure 5: Signature which can identify a PE packed with VOB Protect 

 
The signature shown in figure 5 identifies any executable which is packed using VOB ProtectCD 

5. The signature shows seven bytes. If an executable file also contains same sequence of seven 

bytes, scanning module will report success. Moreover this approach also states that the search 

must start at entry point of the executable. Sometimes these signatures can contain wild card 

characters also to skip a single or multiple bytes. 

 

6. CHALLENGES 

 
Though application whitelisting solutions are able to provide security from zero-day attacks, there 

are various challenges in order to effectively implement these solutions. 

 

1. Building Trusted Application Database 
This is the main challenge while offering an application whitelisting solution. There are 

two options to deal this challenge. First option is give the responsibility of building 

trusted application database to administrator. He will be responsible for identifying, 

verifying and whitelisting the applications. The other option is to depend on verified 

database of trusted applications maintained by third party and administrator only has to 

choose and approve them. 
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2. Update and Patch Handling 

Integration of Application Whitelisting with patch management is another important 

challenge which the solutions should address. When an application is kept in the 

whitelist, its identification parameters (either hash or signature) are stored. When the 

update or patch is installed, application identification parameters will change, resulting 

into whitelisting application being denied. This problem must be addressed by integrating 

with a patch management solution and monitoring such update activities. 

 

3. Publisher Certificate Forgery 
With the current technology one can verify and also check the validity of digital signature 

of an application but the challenge in application whitelisting solution is verification of 

stolen certificates. There are many cases of malware using stolen certificates [11]. This 

type of malware will clear the verification process, if security policy allows software 

from a particular application vendor. 

 

4. Performance Degradation with DLL Whitelisting 

When application whitelisting is extended to include DLL (Dynamic Link Libraries) 

whitelisting, there is considerable effect on performance when loading an application. 

Though DLL whitelisting provides the added advantage of better security but considering 

the performance degradation problem it’s a tough decision for application whitelisting 

vendors to consider including DLL whitelisting in their solution. 

 

5. Virtualization 
Virtualization aides in administration, deployment and development tasks but also 

exposes security threats. These include security threats to hypervisor, virtual OS and data 

loss. Moreover if virtualization is not configured correctly in the network, users may 

bypass the application control and device control. If any virtualization software is white 

listed then administrator must make sure that application whitelisting client software is 

installed in the virtual operating systems. Otherwise this will enable the user to run the 

unauthorized applications. Moreover, if users can simply install their own new virtual 

machines then it will bypass application whitelisting. This also enables the users to run 

the unauthorized applications and devices. 

 

7. CONCLUSION 

 
Application whitelisting is evolving as a promising methodology to address the zero-day threat. 

This methodology allows only whitelisted applications for execution, whereas all other 

applications are blocked. This paper lists the design and implementation approaches for 

application whitelisting solutions. Also discusses various challenges, in order to effectively 

implement application whitelisting solutions. 
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